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TOM TAT: Trong bai bao nay, ching tbi dé xudt hai dang méi ciia lwoc do chit Ky s6 tap thé. D6 la: 1) Chit ky s6 tap thé
dwoc chia sé boi mét tap cac nhom ky va 2) Chiz ky s6 tap thé duroc chia sé bgi nhiéu nhém ky va nhiéu ca nhan ky. Luoc do thir 2
thyrc chdt 12 s mé réng ciia liwoe do thik 1. Ca hai luge dé nay déu dwoc xay dung dua trén dg kho cia bai toan logarit roi rac. Mt
trong nhitng wu diém cia cdc lwge do duoc d@é xuat 1a c6 thé trién khai trén nén cac Hg tang khéa cong khai (Public key
Infrastructure) dang ton tai.

Tir khoa: Chi ky s6 nhém, Chiz ky sé tap thé, Nhém ky, Ha tang khoa cong khai.

I. GIGI THIEU

Chir ky sb (Digital signature - DS) hién dang dwoc sir dung kha phd bién trong linh vuc céng nghé thong tin,
dic biét 1a trong cac (ng dung hoat dong trén khdng gian mang, ma & do co yéu cau cao vé tinh xéc thuc, tinh toan ven
va tinh chdng chéi bo trach nhiém. Vé nguyén ly, cac giao thirc chir ky sb (Digital Signature Protocol - DSP) dugc xay
dung dua trén hoat dong cua hé mat ma khoa cong khai (Public key cryptography). Theo do, nguoi ky, la ngudi s¢ httu
cap khoa, str dung khoa bi mat (private key) dé tao ra chit ky trén tai liéu sé cua ho. Va ngudi kiém tra, 1a ngudi nhan
chir ky nay, sé& s dung khoa cong khai (public key) ciia nguoi ky dé kiém tra tinh hop 1¢ cua chir ky ma ho nhan duoc.
Tuy nhién, dé dap (g yéu cau xac thyc caa cac tng dung thuc té khac nhau ngudi ta da dé xuat nhiéu loai giao thuc
DS: Giao thtc chir ky sé don/ca nhan (Individual digital signature protocol) [1]; Giao thirc chix ky s6 mu (Blind digital
signature protocol) [2, 3, 4, 5]; Giao thirc chit ky s6 tap thé (Collective digital signature protocol) [8]; Giao thuc chir ky
so nhém (Group digital signature protocol) [9],... Cac giao thirc chir ky s6 nhom thuong dugc sir dung trong céc tng
dung ma & d6 nguoi nhan chi can biét rang chir ky 1a dén tir mot nhom ky.

Chir ky s6 tap thé 1a loai chit ky dwoc hinh thanh véi sy tham gia cia tat ca thanh vién trong mot tap nguoi ky
da dugc khai bao (tap thé ky). Diéu nay c6 nghia, chir ky sb tap thé trén mot tai liéu s6 M dugc cong nhan 1a hop I¢ khi
M dugc ky boi méi nguoi ky trong tap thé ky do. Private key cua mdi nguoi trong tap thé ky duoc sir dung dé tao ra
chir ky s6 cua tap thé ky nay. Trong khi d6, public key cua ho duoc str dung bai thu tuc kiém tra chir ky dé xac minh su
hop 1& cua chir ky ma tap thé ky nay tao ra. Uu diém cua loai chix ky nay 1a: C6 thé cai dit nd dwa vao cac giao thic
chit ky sb ca nhan dang duoc trién khai trén cac ha tang khoa cong khai san c6. Va dé dang trién khai theo cac chuan
chir ky s da dugc cong b nhu: Chuan DSS cia My [12], chuan GOST R 34.10-2012 cua Nga [13].

Chir ky s6 nhém 1a loai chit ky duoc hinh thanh trén danh nghia cia mot nhom nhimg nguoi Ky, goi tat 12 nhom
ky (signing group), nhung thuc té thi n6 duoc sinh ra chi bsi mot thanh vién an danh cua nhém ky nay. Diéu nay ciing
c¢6 nghia, mac dau chir ky s nhom trén mot tai ligu sé M 1a chi do mot thanh vién trong nhom tao ra nhung viéc xac
minh tinh hop 1¢ cua chir ky sau nay phai dua vao cac tham s6 cong khai cua nhom ky, cu thé ¢ day 1a public key cua
nhém ky. Mdi nhém ky dwoc diéu hanh béi mot ngudi ding dau, goi 1a ngudi quan ly nhém (group manager). Nguoi
nay phai la mot thanh vién hoac mot di tac tin cay cua nhom ky. Nhiém vu chinh cua ho la tao ra cac tham s6 bi mat,
ma cac thanh vién nhém st dung dé tao ra chir ky nhom cua mai nhom. Va chi co ngudi ndy méi co thé tiét 16 dwoc
danh tinh ciia thanh vién di sinh ra chir ky nhém 1én tai ligu s6 M.

Trong thyc té ¢6 nhitng tai liéu s6 can dwoc xir Iy va can duoc ky boi nhidu nhém ky khac nhau. Trong trudng
hop nay, chix ky cudi cling c6 thé la sy “két ndi” cua cac chix ky nhom ciia mdi nhom ky. Nhu vy, do dai chix ky va
viéc xac minh chix ky sau nay phu thuoc rat 1on vao s6 lugng nhom ky tham gia vao qua trinh tao ra chit ky nay. bay 1a
diéu ma cac luge dd xéc thyc dya trén chir ky s khong mong mudn. Chung t6i nghi, néu két hop dugc nhing vu diém
cuia chir ky s6 nhom va chir ky s6 tap thé thi ta c6 tao ra mot dang chit ky sé don nhung dép ing duoc cho bai toan thyuc
té nay: Mac dau chir ky cudi cing 1a mot chir ky sb don, nhung né dai dién cho cac nhom Ky va c6 co so dé bén kiém
tra chir ky tin rang chir ky da dugc ky boi méi nhom ky da tham gia vao qua trinh xi ly ti liéu ban dau.

Trong bai béo, chung toi dé xuat mot “Lige do chir ky tap thé duroc chia sé bai cac nhém ky”” dé cung cap kha
ndng xéc thuc cho bai toan nay. Thuc té cling c6 nhing tai ligu s6 can duoc xir 1y va can dugc ky boi nhiéu nhom ky va
nhiéu c& nhan ky khac nhau, vi vay chung t6i dé xuit mot dang luoc d6 chir ky tap thé két hop dé dap tng bai toan vira
néu: “Luoc do chir ky tdp thé duoc chia sé boi nhleu nhém ky va nhiéu c& nhan ky”. Dang lugc dd nay ciing cung cap
kha ning sinh ra mot chit ky s6 don trén tai liéu s6 M nhung bén kiém tra cé co so tin rang 1a n6 da duoc ky bai nhiéu
nhom ky va nhiéu ca nhan ky khac nhau.

Céc luge 6 ma ching t6i dé xuat & day dwoc phat trién trén co so cua lwoe db chit ky sé nhém, né van dam bao

kha nang cho phép nhom ky sinh ra mot chir ky don trén tai lieu s6 nao do6, nhung kich thudc cua chit ky khdng phu
thudc vao s6 luong nguoi ky, s6 lwgng nhdm ky va s6 lugng ngudi ky ca nhan.
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I1. CAC LUQC PO CHU KY SO TAP THE PE XUAT
A. Giao thic chiz ky s6 nhém

Pau tién, chiing toi dya vao giao thirc chir ky s6 nhom dugc md ta trong [9] dé dé xuat mét giao thirc chir ky sb
nhom dugc xay dung dua trén d6 kho tinh toan cua bai toan logarit roi rac theo modulo s6 nguyén to. Day 1a loai chit ky
nhém gom 3 thanh phan (U, E, S) va viéc hinh thanh chir ky duoc diéu hanh béi nguoi quan ly nhdm. Cu thé nhu sau:

Céc tham s6 dugc st dung trong giao thirc bao gom: 1) Mot s nguyén t6 di lon p (d6 dai cua p > 2464 bit), sao
cho g|p - 1 (d6 dai cta q > 256 bit) va 2) Mot s6 a c6 bac bang g modulo p. Mdi ngudi Ky thir i cua nhdm Ky sinh ra
khoa riéng (private key) x; (jx| > 256 bit) va khda cong khai (public key) yi dugc tinh theo cong thic y; = o; mod p.

Public key Y caa nguoi quan 1y nhém, dwoc tinh theo cong thic: Y = o mod p, trong d6 X la private key cua
ngudi quan ly nhdm. Y cling chinh 1a public key cia nhdm nén né s€ dugc st dung dé kiém tra tinh xé&c thyc cua chi
ky nhém.

Gia sir c6 mot nhém gdbm m thanh vién, mudn ky 1én tai lieu M. M&i thanh vién thir i trong nhém cé public key
lay; = o; mod p va private key twong ung la x;, vgi i =1, 2,..., m. Giao thic chit ky nhom dugc mé ta nhu sau:

e Thii tuc sinh chi# ky nhom:

Bude 1: Nguwoi quan ly nhém thyc hién cac cong viéc sau:

- Str dung mot ham bam Fy nao do6 (c6 thé 1a MD5, SHA) dé tinh gié tri bam cua tai liéu M:

H=F,(M) @)
- Tinh céc hé sb mat na A;, va rdi guri A; &én mdi thanh vién twong wng (“||” 12 toén tir ndi xau):
A=Fy(HIY IR (H Ly [ X)) 2

- Tinh thanh phan dau tién cua chit ky, thanh phan U:
b
U= H1 y; mod p ®)
i=
Buéc 2: Mai thanh vién thiz i (i = 1, 2,..., m) cua nhém ky thyec hién cac cong viéc sau:
- Sinh s6 ngau nhién k; < g va rdi tinh R; theo cong thic:
Ri =oXi mod p (4)
- Giri Rjdén nguai quan ly nhom.

Buédce 3: Nguoi quan ly nhém thyc hién cac cong viéc sau:

- Sinh s6 ngau nhién K < q va rdi tinh gi4 tri R nhu sau:

R = X mod p 5)
R = R’ilrﬁlRi mod p = aK+Zir21ki mod p (6)

- Tinh thanh phan thi hai cta chit ky, thanh phan E:
E=Fy(MIRIU) @)

- Giri E dén tat ca c4c thanh vién caa nhém ky (tham gia qua trinh hinh thanh chit ky ngay tir ban dau)
Buéc 4: Méi thanh vién thez i (i = 1, 2,..., m) cia nhém ky thuc hién céc cong viéc sau:
- Sinh s6 ngau nhién k; < q va ri tinh S; theo cong thic:
Si =kj —xjA{E modq (8)
- Giri S; dén nguoi quan Iy nhom (cap gié tri (R;, S;) dugc xem Ia chir ky cua thanh vién i caa nhom ky).
Buéc 5: Nguoi quan ly nhém thyc hién céc cong viéc sau:

- Kiém tra tinh ding cua mdi S; theo biéu thuc:
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AE S

Ri=y;' « 'modp (9)
- Néu tit ca S; déu thoa biéu thirc trén thi tiép tuc tinh gid tri chia sé ciia nhém ky:
S’= K — XEmodq (10)

- Tinh thanh phan tht ba (cudi cing) cua chir ky nhém, thanh phan S:
m
S=5"+ _21Si mod g (11)
1=
Nhu vay mét chit ky nhém gdm 3 thanh phéan (U, R, S) da dugc hinh thanh trén tai liéu M, no6 dai dién cho
nhom ky. Bén nhan s¢ sir dung public key Y cta nhém ky nay dé kiém tra tinh hop 1€ cua chir ky trén M.

C6 thé thay, thanh phan D trong cdng thic (11), D = Zim=15i mod q , dong vai tro nhu “tién chir ky nhém” cia

nhom ky. Chi khi nao tinh hop 1¢ cua n6 dugc xac nhan bsi nguoi quan ly nhém thi né méi co thé dong gop vao viéc
tao ra thanh phan dau tién (S) caa chir ky nhém ctaa nhém ky.

Tham sé ngau nhién R trong cdng thic (6) duge xem nhu chit Ky tap thé s dung mot lan (the single-use
collective signature), né dugc hinh thanh tir cac R; (single-use public key cia moi ngudi ky ca nhan) va R’ (single-use
public key cta nguoi quan ly nhom). Tinh “sir dung mot lan” ¢ day giup nhom Ky c6 thé tao ra céc chir ky khac nhau
trén cac tai liéu khac nhau, du ho van sir dung ciing mot cap khoa public key va private key ban dau.

e Thai tuc kiém tra chi ky nhom:
Nguoi kiém tra chir ky thuc hién cac cong viéc sau:

" Str dung han bam Fy, dé tinh gié tri bam cua tai liéu M:

H= FH (M) (12)
- Sir dung public key Y cuia nhém ky va chit ky nhan duge (U, R, S) dé tinh gia trj R*:
R*=(UY ) mod p (13)
- Va rdi tinh gia tri E* theo cong thuc:
E*=F,(M|R*[|U) (14)

- So sanh E* va E. Néu E* = E: Két luan, chir ky nhan duoc 1a hop 1é va tai liéu sé M nhan duogc 1a dam bao
tinh toan ven. Ngugc lai: Két luan, chix ky nhan dugc la khdng hop 1€ (bi gia mao) hoic tai liéu khéng dam bao tinh
toan ven.

o Chitng minh tinh ding ciia giao thic chi ky:
Tinh dtng ctia mot giao thic chit ky 1a sy phi hop gitta phuong phap hinh thanh chit ky véi phuong phap kiém
tra’tinh hop ¢ cua chix ky vév tinh toan ven Cla véan ban dugc ky Tinh ding dan cua giao thuc chit ky nhém dugc dé
xuat nay the hién qua viéc kiem tra tinh ding dan cua thu tuc kiém tra chir ky cua moi thanh vién tham gia vao chir ky
nhom (S;) va tinh dtng dan cua tha tyc kiém tra chr ky nhém.
a) Tinh ding d4n cua tha tuc kiém tra chir ky thanh vién: O day ta chi can ching minh s ton tai cua biéu thirc (9).
Ta thay:
— (axi) ﬂiE. aki—xi AE mOd p
= %t gki g=*i4E mod p
= aki modp
= R;

Day 1a didu can ching minh.

b) Tinh dung dén cua thu tuc kiém tra chir ky nhém: O day ta can chimg minh R* theo cong thirc (13) = R theo
cdng thac (6), vi khi do tat nhién E* theo cdng thac (4) = E theo cbng thuc (7).

Ta thay: R* = (UY)E a® mod p
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m E
— <| |}’i Aiax> K XE+ELS;
i=1

= qCiE1%iAi+X)E_ oK —XE + X%, (ki — x; LE)

= qQE1XAE) G XE oK o—XE Bl ki o~ (2, Xi LE)
= o itk

= aK + Z?;1 ki

=R
Day la diéu can ching minh.

Giao thirc chit ky nhém duoc dé xuat & trén duoc sir dung 1am giao thic co s dé chiing toi phat trién hai lugc
@ chir ky sé tap thé moi dé xuat. Cac luge dd nay ciing dugc phét trién duya trén chién luge 2 bude: Dau tién 14 hinh
thanh “tién chit ky tap thé” giira cdc nhém ky. Sau d6 13 hinh thanh chit ky tap thé chung cho cac nhém ky hoic chung
cho cac nhdm ky va céac ca nhan ky.

B. Luwgc do chix ky sé t@p thé duwgc chia sé béi cac nhom ky:

Gia sir c6 g nhém ky, mudn ky Ién tai licu M. Public key ciia méi nhém ky tht j (v6i j =1, 2,..., g) dugc tinh
theo cong thue (15), trong d6 X la khoa bi mat (private key) ctia nguoi quan ly nhom cia nhom thi j:

Y, =" modp (15)

Ciing gia st nhom ky thir j bao gdbm m;j nguoi Ky ca nhan, dugc chi dinh, dong vai tro dai dién trong viéc hinh
thanh chit ky cia nhém ky nay. 6

Lurge do chir ky tap thé duroc chia sé bai cac nhom ky dicoc mo ta nhuw sau:

e Thii tuc sinh chiz ky tdp thé:

Bude 1: Nguoi quan ly nhém ciza mai nhém ky the j (j = 1, 2,..., g) thuc hién céc cong viéc sau:

- Tao ra cac tham sé mic na cho Aji cho nhimg nguoi Ky cia nhom j (theo cong thuc (2)).

- Tinh U;vaR; (i = 1, 2,..., mj) cia nhdm Ky thtr j theo cbng thirc (16) va (17):

Uj :Hinljlyji“ mod p (16)
va
R; = RiIT4R; mod p (17)

] Day la hai gid tri (chir ky nhom tap thé va tham s ngau nhién) ma nhém ky tht j chia sé vai cdc nhém ky khéc
dé tao chir ky tap thé duoc chia sé bai cac nhdm ky.
- Gui U; va R; dén tit ca ngudi quan Iy nhém cua cac nhom khac.

Buéc 2: Méi nguoi quan 1y nhdm d@éu phai tién hanh tinh U, R va rai tinh E:

U =1g[Uj mod p (18)
j=1
g ° K,
R=[]R;mod p=a“""modp (19)
j=1
E=F,(MI[RJU) (20)

Nhu vay thanh phan thir nhat (U) va thanh phan thir hai (E) cua chit ky tap thé cho g nhém ky di duoc hinh
thanh.

Bueéc 3: Méi ngueoi quan 1y nhdm, ciia nhdm thiz j, thuee hién cac cong viéc sau:

- Tinh thanh phan chit ky chia s¢ caa nhém j:
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mj

Sj :Sj’LiElSji mod g (21)

O day, Sjila chit ky chia sé cua nguoi ky ca nhan thir i trong nhom thi j.

- Gui §; cho nhiing nguoi quan ly nhom khac
Buéc 4: Mdi nguoi quan 1y nhém c6 thé Kiém tra tinh ding ciia mai chir ky chia sé Sj bang cach kiém tra biéu
thuc:
E Sj
Rj = Uij o modp (22)
Néu tit ca S; déu thoéa mén biéu thirc nay thi thanh phan tha ba caa chit ky tap thé s& duoc tinh theo cong thuc:

g
S= ) S:modq (23)
=1

Vay chit ky tap thé gdm 3 thanh phan (U, E, S) dwoc sinh ra & trén dai dién cho chit ky tap thé trén tai lieu M
ma no6 dugc chia sé bai g nhém ky khac nhau.

e Thii tuc kiém tra chi ky tdp thé:
Tir chit ky nhan duoc, thu tuc kiém tra chir ky thuc hién cac bude sau:

Budc 1: Tinh public key tap thé dugc chia s¢ boi tat ca cac nhém ky:

g 594X
Yeol = j]lle mod p =& mod p (24)
Budc 2: Tinh gia tri R*:
* E_S
R* = (UYcoI) o~ mod p (25)
Budc 3: Tinh gia tri E*:
E*=Fy (MIR*U) (26)

Buoc 4: So sanh E* véi E. Néu E* = E: Két luan, chi ky nhan duoc 1a hop I¢ va tai ligu M nhan dugc 1a dam
bao tinh toan ven. Nguoc lai: Két luan, chit ky nhan dugc la khdng hop I€ (cé thé bi gia mao) hoac tai liéu khong dam
bao tinh toan ven.

C. Luwgc do chir ky sé tdp thé chia sé cho nhiéu nhom ky va nhiéu nguwéi ky ca nhan

Luoc db chit ky tap thé dwoc chung t6i dé xuét sau day cho phép nhiéu nhém ky va nhiéu nguoi ky ca nhan
cuing ky 1én mot tai liéu M. Lugc d6 nay dugc xay dung hoan toan tuong tu luge do chir ky tap thé dugc chia sé boi cac
nhom ky vira dugc mo ta & trén. Nhung & day, ching tdi xem mdi ngudi ky ca nhan nhu 1a mot nhdém ky ma & do6 chi
c6 mot ngudi ky (ngudi Ky ¢ nhan), tic 1a véi mdi ca nhan ky thi j thi gia tri U; ciia ho dugc cho = 1.

That tuc sinh chiz ky ciing sé thuc hién tuwong tw nhu trén, nhung:
- Vi cac nhom ky thi cac gia tri U;, R;, Sj s€ dugc tinh theo cong thuc (16), (17), (21).
- Vi nhitng nguoi ky ca nhan thi:

Gia trj U; dwoc cho bang 1: U; =1

Gia tri R; dugc tinh theo cdng thuc sau:

R, = mod p; (thay vi sir dung cong thuc (17))
Gia tri §; dugc tinh theo cong thuc sau (x; 1a private key cua nguoi Ky ca nhén thy j):
S; =k; —x;Emod(; (thay vi sit dung cong thuc (21))

Thu tuc I§iém tra chit ky cling thuc hién tuong tw nhu trén. y; (y; = o, mod p) cua méi ngudi ky ca nhan s& ciing
dugc sir dung dé tinh public key ctia chit ky tap thé , Y (theo cong thirc (24)), nhu Y; ciia cac nhém ky khac.
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Luoc d6 chit ky nay dam bao ring, chi khi nao c6 tat ca nhing nguai quan Iy nhom tham gia thi tha tuc tiét 16
chit ky tap thé méi duogc thuc hién (viéc xac dinh ca nhan ky trong moi nhom ky dugc thuc hién trong pham vi nhém
ky do).

I11. THAO LUAN

Cong thiic (2) va (3) cho thay: Thanh phan dau tién cua chir ky nhém (U) chira théng tin vé tat ca nhimg nguoi

ky nhoém di ky tham gia vao viéc hinh thanh chix ky nhom trén trén tai ligu M; Chi ngudi quan Iy nhém mai cé thé

ma&” (open) chix ky nhdm, sir dung gia tri U, vi chi c6 ngudi ndy méi c6 khda bi mat X dé cé thé tinh dugc gié tri Ai.
Day dugc xem la wru diém cua giao thic chir ky nhém nay.

Viéc sir dung céc tham s ngau nhién k; va K dé tao ra cac sing-use public key ciaa mdi thanh vién nhom (tinh R;
theo cong thuc (4)) va cua ngudi quan Iy nhom (tinh R” theo cong thuc (5)) gitp han ché céc cuac tan cong theo cach
doan khoéa bi mat hoac gia mao chit ky. Trong truong hop nay, neu ké tn cong mudn gia mao, mudn tinh duoc R, rdi
t6i E, thi n6 phai hoac doan duoc k; va K, trong khi dugc chon ngiu nhién. Hoic tinh dugc k; va K, thi phai giai duoc
bai toan logarit roi rac. R rang mirc d¢ thanh cong 4 rat thap.

Thu tuc sinh chit ky nhom cho thay, chi khi nao chit ky ca nhan (S;) cua tat ca thanh vién trong nhom ky duoc
kiém tra va dwoc cong nhan bai nguai quan ly nhém thi “tién chir ky nhém” mai duoc tinh (D = zinllsi modq ). Sau do6

ngudi quan Iy nhém méi xay dung thanh phan thi ba (S) cta chit ky nhom cho nhém ky (cong thic (11)). Diéu nay cho
thay, mirc o an toan cua chit ky nhom dugc dam bao, vi chi co thanh vién ctia nhom ky mai c6 S; hgp 1€ va vi mét thanh
vién trong nhom ky ciing khdng thé gia mao chir ky cua thanh vién khéc trong cung nhém (xem cdng thirc (8) va (9)).

Cong thirc (11) va (18) cho thay, thanh phan U cua chit ky tap thé chira thdng tin vé tat ca thanh vién nhém, cua
mdi nhém ky da tham gia vao viéc hinh thanh chit ky trén tai liéu M. Tha tuc dinh danh (tiét 16 chit ky nhom do ai ky)
trong trudng hop nay duoc thuc hién tuong ty nhu dinh danh chir ky nhém mé ta trong [9]. Ciing can chd ¥ rang, dé
tiét 10 dwoc ca nhan ky thi phai c6 sy tham gia cia ngudi quan Iy nhém cia nhém ma cé nhan d6 1a thanh vién. Diéu
nay ciing cho thay do phirc tap tinh toan cua thii tuc s& ting cao khi ma s6 lugng nhém ky tham gia hinh thanh chir ky
tang 1én. Pay 1a diéu chlng t6i tiép tuc nghién cuu.

Luogc dd chit ky tap thé dugc dé xuat van dam bao hai budc trong viéc xac minh chit ky: Ban dau 1a x4c minh
chit ky chia sé¢ S; ctia mdi nhom ky, trong thii tuc hinh thanh chit ky. Sau do la kiém tra chit ky dwoc hinh thanh bai cac
nhém ky, trong thu tuc kiém tra chir ky. Piéu dang luu y & thu tuc cudi nay 1a sir dung public key tap thé Y, dugc tinh
theo cdng thac (24) cha khéng phai public key cta cac nhom ky.

IV. KET LUAN

Trong bai béo nay, ching t6i d& xuat hai dang mé rong cua chir ky s6 tap thé, ca hai van 1a mot chir ky s6 don
nhung: i) Pugc chia sé bai nhiéu nhém ky khéc nhau. Loai chit ky nay c6 kich thudc ¢ dinh, hoan toan doc lap véi sb
lugng nhém ky tham gia vao viéc tao ra chir ky va chira day du théng tin vé nhimg gi lién quan dén viéc hinh thanh chix
ky. ii) Pugc chia s¢ bai nhidu nhdm ky va nhiéu ca nhan ky khac nhau. Chung t6i dd mé ta chi tiét vé viéc xay dung
luge do chir ky cua dang thir nhat (i). Lugc do chit ky cua dang thir hai (ii) chi 1a sy thay ddi luge d6 thir nhat, bang
cach, xem mdi ngudi ky ca nhan 1a mot nhdm ky ma & dé chi ¢é 1 thanh vién, gia tri U duoc gan bang 1.

Ciing nhu céc giao thuc chir ky s6 tap thé va chir ky s6 nhoém duwoc md ta & [5, 6] va [9, 15], cac giao thic cua

chiing t6i ciing ¢ thé duoc trién khai vao thyc té dya trén cac hé théng PKI dang sin c6. Chir ky ching toi dé xuét
dugc xay dung mot cach doc 1ap véi cac chuan chir ky sb dang co.

Céc luoc d6 chit ky duge dé xuat & day déu dwoc xay dung dia trén do kho tinh toan cua bai toan logarit roi rac
trén truong hitu han GF(p) nén vé& nguyén tac n6 van dam bao mirc do an toan can thiét nhu cac luge do chir ky sb
Elgamal, DSS, GOST R34.10-94... Tuy nhién, ching tdi dang c¢b gang rdt ngan chir s6 xudng con 2 thanh phan E va S
nhur trong cac chuan chir ky s6 [1, 12, 13]. Hy vong rang, cac luge do chir ky ciia ching tdi néu duoc xay dung dya trén
bai toan duong cong Elliptic thi do dai cua chir ky c6 thé giam xubng, nhung d6 an toan va hiéu ning cua lugc dd co
thé tang 1én. Pay 1a hudng nghién ciru trong tuong lai ciia chdng toi.
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COLLECTIVE DIGITAL SIGNATURE FOR SIGNING GROUPS
Tuan Nguyen Kim, Duy Ho Ngoc, Nin Ho Le Viet, Long Nguyen Van

ABSTRACT: In this paper, we propose two new types of collective digital signature scheme. They are: 1) The collective
digital signature is shared by a set of signing groups and 2) The collective digital signature is shared by many signing groups and
many individual signers. The second scheme is actually an extension of the first one. Both schemes are built on the difficulty of the
discrete logarithm problem. The main advantage of the schemes we propose is that they can be implemented on existing public key
infrastructures (PKI).

Keywords: Group Digital Signature, Collective Digital Signature, Signing Group, Public key Infrastructure (PKI).



