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TOM TAT: Bai bdo dé xuat mot lwoc do gidu tin thudgn nghich trong anh JPEG voi hiéu suat cao. Pau tién, anh nén JPEG
duoc chia thanh nhiing khoi 8x8 khong trimg ldp chira cdc hé sé lwong tir DCT. Céc hé sé trong méi khoi nay duoc xir Iy theo thiv
tir hinh zigzag. Tiép theo, ching (i chi wu tién xem xét cac hé $6 AC lwong tir khdc khong (non-zero quantlzed AC Coeffzuents) aé
gidu tin nén gidi phdp dé xudt it lam tang thém kich thudce cua anh nén. Hon nita, hai hé so6 AC lién ké c6 khuynh huong gan bang
nhau sé tao ra gia tri khdac biét giita chiing nho. Khi gidu tin vao gid tri khdc biét nho thl gia tri cac hé so AC thay doz it nén chat
leong anh mang tin dwgc cdi thién. Két qua thue nghiém cho thdy, phwong phdp dé xudt dat dwoce hiéu sudt 16t hon vé cd kha ndng
nhiing va chdt hrong anh so véi cdc gidi phdp treée day.

Tir khéa: Gidu tin thudn nghich, dnh JPEG, DCT, hé s6 QDCT.

I. GIOI THIEU

Trong thoi dai s6 hoa, ngay cang nhiéu thong tin duoc truyén di trén moi truong mang Internet. Khi dugc trao
ddi trong moi truong mang mé nhu thé, dir liéu dé dang bi thay ddi hodc bi chiém doat boi ké tn cong. Nhiéu giai
phap duoc dua ra dé giai quyét van dé nay. Trong d6, ky thuat gidu tin mat dugc xem 1a giai phap bao vé thong tin hiéu
quéa va thu hit nhiéu nha nghién ctru. Gidu tin mat 1a k¥ thuat an gidu thong tin mat bén trong mot thong tin khac. Vat
mang tin co thé 1a audio, video, image,... Qué trinh giu tin nay sé lam cho dbi tuong ‘mang tin bi thay d6i so véi ban
dau. Pac biét trong cac linh vuc nhu y khoa, quan doi hay phap chimng sb thi khong chap nhén bat ky su bién dang nao
clia vat mang tin. D& bao toan cho ca thong tin mat ciing v&i vat mang tin, thi can ¢ giai phap giau tin thuén nghich
(Reversible Data Hiding - RDH). RDH dugc xem la truong hop déc biét trong ky thuat gidu tin. Tt 1a, gidi phap cho
phép khoi phuc hoan toan ca ddi twong mang tin va thong tin mat vé trang thai ban dau [1].

Giéu tin thuan nghich c6 the dugc xir Iy trén ba mién khac nhau nhu: mlen khong gian, mién tan s6 va mlen nén.
Véi phuong phap RDH trén mién khong gian, _thong tin mét dugc glau truc tlep vao cic gia tri tin hiéu gbc cua ddi
tuong mang tin [2]-[6]. Mot giai phap trong mién khong gian dugce dé xudt 1an dau boi Tian [2]. Bang cach mé rong su
khac biét (Difference Expansion - DE) timg cdp diém anh dé gidu mot bit thong tin, giai phap nay dam bao kha ning
khoi phuc hoan toan ca thong tin mat va anh mang tin. Tuy nhién, kha ndng nhing cua [2] chi dat khoang 0,5 bpp va
chat lugng dnh con thip. Mot phuong phap khac cai thién dugc chit luong anh t6t hon duoc dé xuat boi Ni et al. (31
Mot biéu dd histogram gia tri (pixel) cua anh mang tin dugc xay dung dé nhung tin. Phuong phap nay chon cap diém
dinh (peak point) va diém khong (zero point) cia histogram dé tao khong gian nhing. Ky thuat gidu tin dya trén dich
chuyen lwu d6 (Histogram Shifting - HS) nay chi lam céc gia tri diém anh thay d6i t6i da mot don vi. Phuong phap [3]
cho chit lugng anh mang tin dat & muc cao, khoang 48 dB. Trong k¥ thuat giau tin dung HS, khdi luong thong tin gidu
s¢ phu thugc peak point cua biéu d0. Kha ning nhing cua giai phap nay s€ tang d01 v6i biéu d6 nhon (sharp histogram)
va giam ddi voi biéu 46 phang (flat hlstogram) Nhiéu phuong phap nham cai tién biéu d6 duoc dé xuat sau d6. Vi du,
Tai et al. [4] xay dung biéu d6 cac gia tri khac biét (difference histogram) cua hai diém anh lién ké. Do hai diém anh
lién k& c6 d6 tuong quan cao nén sy khac biét giita chung rat nho va gan bang khong s& tao duge mot biéu db nhon.
Ngoai ra, béng phuong phap du béo, tic 1a tim mot diém anh du bao dua trén cac diém anh lan can. Sau do, tinh gid tri
sai s6 du bao dé xay dung biéu d6 sai s6 du bao (prediction-error histogram). Khi du bao cang chinh xac thi sai s6 du
bdo cang nho va cang gidng nhau nhiéu. C6 nghia 1a biéu dd s& c6 peak point cao nén gidu dugc nhiéu thong tin hon
nhu dugc dé cap trong [5], [6].

Dm V0’1 phuong phap gidu tin trén mién tin sd, tin hiéu gc cua dbi twong mang tin dugc chuyén d6i thanh tin
hidu mién tan s6 dé mang thong tin nhu dugce gidi thi¢u trong [7], [8]. Vi du, phuong phdp cua Vo et al. [7] thuc hién
chuyén doi cac dlem anh goc thanh cac hé so luong tir DCT (Quantized Discrete Cosine Transformation - QDCT). Sau
d6, chon cac hé s6 QDCT trong ving tan s trung binh mdi khdi 8 x 8 dé gidu tin. Bang cach chon lya cac ving hé sd
QDCT tdi uu nén phuong phap [7] dung hoa (trade-off) dugc khd nang nhing va chat lugng anh. Mot phuong phap
thiy van so (digital watermarking) két hop hai phép chuyén déi DCT va (Singular Value Decomposition - SVD) bao
vé€ ban quyen s6 cho anh stereo dugc dé xuat trong [8]. Phuong phap nay chon cac ving hé s6 QDCT thich hop nhat de
mang tin nhim ting kha nang chiu sy tin cong hon. Bé dat dugc tinh bén viing cao, cac giai phap RDH trén mién tin
s6 thudng phai duoc cai dit phirc tap hon qua nhidu phép toan chuyén déi trude khi gidu tin.

Ngay nay, nhu cau trao doi dir liéu da phuong tién dang anh sb ting manh trén khong gian mang. Dé tdi wu hoa
viée luu trit va cai thién hiéu suat truyén thong, cac dit liéu da phuong tién nay cin duoc nén lai. C6 nhiéu dinh dang
nén anh khac nhau. Trong d6, chudn nén anh JPEG 1a phd bién nhat va dugc str dung rong réi trong cc (mg dung thyc
tién. Tir d6, nhiéu giai phap tin cho anh JPEG duoc nhidu nha nghién ctru quan tdm nhiéu hon. Trong giai phap RDH
cho anh nén JPEG, khong chi doi hdi kha nang nhiing cao ma con ddm bao kich thudc cia anh nén khong duoc tang
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thém sau khi mang tin. Cac giai phap gidu tin trén anh thuong khong thé ap dung truc tiép cho anh nén JPEG dugc.
Thir nhat, do anh JPEG khong ¢6 nhiéu thong tin du thira dé tin dung gidu tin. Thir hai, khi c6 sy thay d6i nho cac hé
s6 QDCT trong qué trinh gidu tin, s& lam thay d6i 16n gia tri diém anh mang tin trong qua trinh giai lugng tir. Hon nira,
db6i v6i gidu tin thuan nghich cho anh J PEG, ching ta can quan tdm khong chi chat lugng anh ma con lién quan dén sy
tang kich thudc anh trong qua trinh gidu tin. Dé khong lam tang thém kich thu6c anh nén, cac phuong phép trong
nhém nay can Iya chon cac hé sé QDCT thich hop nhat dé mang tin dé tdi wu kich thuéc anh nén. Gidu tin thuan
nghich cho anh JPEG c6 thé duoc chia thanh bon phuong phap khac nhau. Phuong phéap thir nht 1a dua trén lossless
compression dugc dé xuat 1an dau boi Fridrich et al. [9]. Phuong phap dua trén lossless compression bi gi6i han vé kha
nang nhung va lam tang kich thuéc anh nen nhleu Phuong phap thir hai la dya trén su thay ddi bang lwong tir duge de
xuit boi Wang et al. [10] Bang cach chia mot s6 phan tir ctia bang ludng tu cho mot s6 nguyén, dong thoi nhan s6
nguyén nay cho cac hé s6 QDCT tuong tmg dé tao khong gian nhing dir liéu nhiéu hon. Tuy nhién, phuong phap nay
lam tang kich thudc anh nén. Thi ba, d6 1a phuwong phap dua trén thay d6i Huffman table duoc dé xuét boi Hu et al.
[11]. Giai phap [11] khong Iam tang kich thudc anh nén nhung kha ning nhing bi han ché. Phuong phap thi tu 1a
phuong phap thay ddi cac hé sé QDCT. Nhom thir tu dwoc xem 1a phuong phap phd bién hién nay va c6 nhidu cong
trinh dugc cong b trong [12]-[14]. Vi dy, Huang et al. [12] dé xuat phuong phap RDH cho anh JPEG dya vao ky thuat
HS céc hé s6 QDCT. Bang cach chi chon cac hé s6 QDCT bang 1 hoic -1 de nhing tin trong khi cac hé 50 QDCT bang
0 thi giit nguyén. Do d6, phuong phap [12] it lam thay dbi gia tri cac hé s6 QDCT nén chat lwgng anh nén tot hon va
kich thudc anh nén khong ting. Mot anh khi nén véi chi s6 QF cang thap thi cang ¢ nhiéu khéi c6 hé sé6 QDCT khong
mang céc gia tri (-3, 3, -4, 4). Mot phuong phap cai tién giai phap clia Huang et al. [12] dugce dé xuét boi Xie et al.
[13]. Phuong phap [13] chia cac khdi 88 he s6 QDCT thanh hai nhém. Nhém thir nhat gom céac khdi c¢6 hé s6 QDCT
mang gia tri (-3, 3, -4, 4) va thyc hién gidu tin theo phuong phap cua Huang et al. [12] cho nhom nay. Nhom thir hai
chira céc khdi con lai va ap dung phuong phap gidu tin mo rong cua Xie et al. Do trong nhom nay khong ton tai cac gia
tri (-3, 3, -4, 4) nén khi nhung vao cac hé¢ s6 QDCT (-1, 1, -2, 2) khong lam thay dbi cac hé s6 con lai. Do @0, phuong
phap nay nhiing dugc nhiéu théng tin hon phwong phap ciia Huang et al. [12]. Mot phuong RDH cho anh JPEG khac
dua trén HS ciing dugc d& xudt boi Liu va Chang [14]. Thay vi, chi dung mot sé hé sé QDCT khéc khong dé gidu tin,
Liu and Chang tan dung tat ca cac hé s6 QDCT khac khong dé giau thong tin nén phuong phép nay dat duoc kha nang
nhing 1én gap hai lan phuong phép cua Huang et al. [12] khi QF = 90. Tuy nhién, bang cach dung phuwong phap HS
truc tlep trén hé s QDCT dé giau tin dan dén gia tri cac hé sb nay thay dbi rat 16n nén chit luong anh nén giam di
dang ké. Dé khic phuc han ché giai phap cua Liu va Chang [14], chiing t6i d& xudt mot giai phap gidu tin thuan nghich
md&i cho anh nén JPEG. Giai phap dé xuét s& cai thién kha ning nhung va chét lugng anh. Bing cach han ché viéc lam
thay ddi 16n gia tri cac hé sb khi mo rong dé mang tin, chiing toi xay dung histogram tir céc gi4 tri khac biét cua ting
cip hé s& QDCT lién ké nhau. Béi vi, trong mdi khéi cac hé sé QDCT lién ké c6 khuynh huéng gan gidng nhau nén
gia tri khac biét timg cap hé sb s& nho. Bang cach lam nay, chung toi xdy dung dugc biéu dd nhon nén s& cai thién
dugc ca vé kha ning nhung ciing nhu chat lwong anh nén.

I1. NGHIEN CUU LIEN QUAN

A. Tbng quan vé nén anh JPEG

Qua trinh nén énh’JPEG duge md ta tom tit nhu trong Hinh 1. Diu tién, anh gbc duoc chia thanh cac khbi 8x8 khong
trung 13p. Sau d6, moi khoi nay duoc ap dung phép chuyén d6i DCT theo cong thirc (1) d€ thu dugc cac hé so DCT.

Original
Image

DCT Quantizer »| [Entropy
(8x8) Coder

h 4

Quantization
Table

Hinh 1. So db khéi qua trinh nén anh JPEG

W) TN @x+Dur @y +1)
F(u,v)=ﬂ22cos x16 uncos y16 Wtf(x,y) (D)

—neuu—O

Véic(u) = {
trong do,

1 nguoc lai

f(x,y) lagia tri diém anh tai toa do (x, y) trong khéi anh 8 x 8.
F(u,v) lahé sb DCT tai toa 6 (u, v) trong kh6i DCT 8 x 8.
F(0,0) 14 hé s6 DC, phén con lai 1a hé s AC.



Huynh Van Thanh, Nguy&n Théai Son, V& Phuéc Hung, Trim Hoang Nam, D& Thanh Nghi 145

Ké tiép, mdt bang luong tr dugc ap dung trén céac khéi hé $6 DCT theo cong thuc (2), tao dugc khéi hé $6
lugng tr QDCT nhu dugc trinh bay trong Hinh 2.

D Round (2042 2
(u,v) = Roun (Q @, v)) 2
46 | 68 | 82 | 82 | 76 | 68 | 94 | 115 709 |-123] 22 |-31|-37| 22 |-7.8| 48 44 | ~11 |92 <2 |2 1 0 0
43 | 58 [ 72 | 84| 81| 77| 99 | 109 63|01 |-21(-36| 44 |-63(49|-04 -5 0 [ <2 -3 2 0 0 0
55|63 |81|97|81|77 103|109 24| 1 |-42]|27|-67|-12 43|05 G|lo|oe | r|o|lo|o]o
5768|9195 74| 82|111|115 3(-59| 19 |-11 |-8.7|-44| 42|43 ololr|io|lo|lo|o]o
67 | 78 | 96 | 81 | 72 | 94 | 119|118 49| 11 |-25(-6.7|-04|-19(22|-02 0 1 0 0 0 0 0 0
73| 80| 89 | 73| 75 | 108|135 116 22(-0.7| 41 |-6.6|-03|1.7|-06|-0.7 0 0 0 0 0 0 0 0
79 | B8 | 85 | 68 | 82 | 125141 | 111 35(63|-1.8|-04|32|26|-16|05 0 0 0 0 0 0 0 0
B9 | 94 | 83 | 77| 97 |135)137| 93 26 4 |25(-09|-02|-22(13| 0 0 0 0 0 0 0 0 0

(@) Khéi anh géc (b) Khéi hé sé DCT (c) Khéihé sé QDCT
Hinh 2. Vi du vé luong tir

B. Gidi phdp gidu tin trong inh JPEG ciia Liu va Chang

Phuong phép ctia Liu va Chang [14] thuc hién thay d6i cac hé s6 AC luong tir khac khong dé gidu tin. Dau tién,
anh gdc dugc chia thanh cac khbi 8x8 khong tring lap. M&i khéi nay duoc bién d6i DCT va luong tir chiing thu dugc
khi hé sé lwong tir QDCT. Tiép theo, céc hé s6 AC luong tir khac khong (goi 1a a) trong mdi khdi duge duyét theo
hinh zigzag va dugc thay déi dé gidu tin theo quy ludt sau:

(a) Néu bit nhing s = 0, thi a = 2a.
(b) Néu bit nhing s = 1vaa > 0, thi a = 2a + 1.
(c) Néu bitnhing s = 1vaa < 0, thi a = 2a — 1.

Lap lai cac budc trén dén khi tin mat dugc nhing xong. Tuy nhién, khi gidu tin béng cach thay doi truc tiép cac
hé sb AC khac khong nhu quy luét lam cho cac hé¢ s6 AC thay ddi gap hai lan gié tri gbc. Diéu nay dan dén chat luong
anh nén giam di dang ké. Dé khac phuc han ché giai phap ciia Liu va Chang [14], chung t6i dé xuat mot giai phap gidu
tin thuan nghich mé&i cho anh nén JPEG nhu duoc trinh bay & phan sau day.

111. GIAI PHAP PE XUAT

Trong phin nay, ching t6i dé xuat mot giai phap gidu tin méi cho anh nén JPEG véi kha ning va chét lugng anh
tdt hon. Trudce khi nhung, ching t6i tinh gia tri khac biét gitra hai cap hé s6 QDCT. Sau do, gia tri khac biét nay dugc
m& rong dé gidu tin. Hai hé sb 1ién ké nhau s& co gia tri khac biét nhé nén viéc mé rong chung dé giu tin s& it 1am thay
ddi gia tri cac hé s6. biéu nay s€ cai thién dugc chét luwong anh mang tin. Giai phap dé xuit cua ching toi hai qua trinh
chinh: qua trinh thir nhat 1a nhiing tin, qua trinh thir hai 1a tach tin va khoi phuc anh gbe. Chi tiét cac qua trinh s& duoc
trinh bay dudi day.

Qud trinh gidu tin
Qua trinh gidu tin cta giai phap dé xuat gdm cac budc sau:

Budc 1. Anh gdc duoc chia thanh cac khéi 8x8 khong trung ldp. Mbi khéi duge chuyén déi DCT va lugng tir
hoa theo cong thure (1) va (2) dé thu dugc cac khoi hé s6 QDCT.

Budc 2. Dé can bang giita kha nang nhing véi chét lugng anh, chung toi thuc hién théng ké hé s QDCT khac
khong dé lya chon cac hé sb thich hop dé gidu tin. Pau tién, ching tdi tinh trung binh hé sé6 QDCT khac khéng
len_avg cta cac khoi trén toan anh. Sau dé, chung t6i phan loai cac khdi thanh hai nhém nhu Hinh 3. Trong d6, nhom
bén trai (nhom A) gém céc khdi c6 s6 luong hé s6 QDCT khéc khong nho hon gia tri trung binh len_avg, nhém bén
phai (nhém B) gom cac khdi con lai. Tiép theo, trung binh hé sé QDCT khac khéng trong nhém A len_agv_A va
nhém B len_agv_B ciing dugc xac dinh. Cudi cing, gié tri len_agv_A hoic len_agv_B dugc ding xac dinh s6 lugng
hé s& AC mdi khéi dugc chon dé nhung dir lidu tuy theo khdi thuge nhoém A hodc nhém B.

Nhém A Nhém B
lenyoery < len_avg  leNpiocr) = len_avg
i' l .. | \‘
len_min len_avg A len_avg len_avg_B len_max

Hinh 3. Phan b6 céc khi thugc hai nhém: len_avg 1a s6 luong trung binh hé s6 QDCT khéc khong toan anh; lenyoexry 12 56
luong hé s6 QDCT khac khdng cua khdi thir i; len_agv_A va len_agv_B 14 s6 lugng hé s6 QDCT khac khong twong tng khdi trai
va phai
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Ddng thoi, dé bao dam viée rit trich tin mat thanh cong, chung t6i ding thém mot ban dd dinh vi bit (Location
Map: LM) dé xac dinh khéi thuéc nhoém nao. Bé’mg cach, néu khéi tht i thudc nhom bén trai, thi LM(1)=0. Nguoc lai,
LM(i)=1. Sau do6, cac gia tri LM, len_agv_A va len_agv_B s& dugc nén lai va giri qua bén nhan theo mdt kénh an
toan nao d6 hodc cing gidu vao anh gdc theo ky thuat LSB.

Budc 3. Tuy theo khéi 8x8 thudc nhém nao s& chon sb lwong hé s6 AC dé nhung nhu dugc xac dinh & Budc 2.
Trong mdi khéi cac hé s s& dugce quét theo hinh zigzag nhu Hinh 2(c). Tiép theo, cir mdi cap hé sb AC lién ké (x, y)
s€ dugc md rong cong thuc (3).
_ {x —y,néu x vay cung dau 3)
T x4y, néu nguoc lai
Sau d6, thyc hién giau tin mat s theo cong thirc (4).

, _(2xd+s,néud=0
d_{ZXd—s,né'ud<0 “)

Cubi ciing, cap nhat lai cac hé s6 AC theo cong thirc (5).
(d' +y,y) néuxvaycing diu

) oy ),= {(d’ —¥,¥) nguoc lai )
Ap dung cac cong thirc (3) dén (5) cho cac cap con lai trong khoi.

©®)

) Budc 4. Lap lai Bude 3 cho dén khi qua trinh nhung tin mat hoan thanh. Cudi ciing, dung ky thuat ma héa nén
de thu dugc anh JPEG c6 mang tin mat.

Qud trinh tich tin va khéi phuc anh goc

Qua trinh tach tin thuc hién twong ty va nguoc lai voi qua trinh gidu tin. Khi bén nhan ¢6 anh nén JPEG c6 chira
tin mat. Bang cac budc sau, tin mat s€ dugc rat ra va anh mang tin s€ dugc khoi phuc hoan toan vé trang thai ban dau.

Bude 1. Trich xuit ban dd bit LM(i), len_agv_A va, len_agv_B dung dé hd tro rit thong tin.
Bude 2. Giai ma anh nén JPEG dé thu duoc cac khéi hé sb luong tir QDCT. Dya vao LM(i) dé xac dinh sb

lwong hé sb AC dung Qé mang tin trong mdi khdi. Trong mdi khdi cac hé sb s& duoc quét theo hinh zigzag. Tiép theo,
¢t moi cdp hé s6 AC lién ké (x', y') s& dugc tinh gia tri khac biét theo (6).

(6)

. {x’ — vy, néux’'vay' cing diu
x'+y, néunguwogc lai
Sau do, thyc hién trich tin mat s’ theo cong thurc (7).

, _{ d'mod 2,néud >0

) - Ud'| mod 2,néud <0
Cuoi cung, cdp nhat lai cac hé so AC theo cong thirc (8).

()

dl
! (sign(d') I?J + y’,y’) néu x' vay' cung diu
(x",y") = d’ ®)
l(sign(d’) l;J - y',y’) ngwoc lai
Ap dung cac cong thire (6) dén (8) cho céac cip con lai trong khéi.

Budc 4. Lip lai Budc 3 cho dén khi qua tich tin mét hoan thanh. Cudi cling, anh gbc dugc khoi phuc bing céch
giai luong tur va bién d6i DCT nguoc.

IV. KET QUA THU'C NGHIEM

Dé danh gia higu suat ctia giai phap dé xuét, chiing t6i ding sau anh chudn kich thude 512x512 nhu Hinh 4 dé
lam anh mang tin va chudi thong tin bi mat cling dwgc phat sinh ngu nhién. Tap dit liéu thuc nghiém nay dugc dung
cho ca phuong phap cua Liu va Chang [14] va phuong phéap duoc dé xuat.

Chung t6i tién hanh so sanh tinh hiéu qua ctia giai phap dé xuét voi giai phap trude bang hai tiéu chi 1a kha ning
nhiing va chat lugng anh sau khi nhing tin mét vao. Trong do, kha nang nhung dugc tinh bang s bit tdi da dugc nhing
vao anh (don vi do la bit). Vé chit lugng anh nén, ching toi dung ti so tin hi€u cuc dai trén nhiéu (Peak Signal-to-
Noise Ratio - PSNR) de danh gia. Khi anh cang bi nhiéu so v6i anh gbc thi gia tri PSNR (don vi do 1a dB) cang thp va
nguoc lai. Cu thé, chi s6 PSNR cua anh kich thuéc m x n dugc xac dinh dya vao cong thirc (9) va (10).

PSNR = 10.1 2557 )
= 1U.10go MSE
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m n
1
MSE=—ZZI LJ) — I'(i, )2
o 2, 21D = 1G] (10)
2 rl= J= 2
Trong do, 1(i, ) 1a gia trj di€ém anh goc tai toa d6 (i,j) va I' (i, ) 1a gia tri diém anh mang tin tai toa do (i, j)

Dé thiy duoc su tac dong cua ty 1& nén khac nhau Ién kha nang nhing va chat lugng anh, chung t6i thuc nghiém
nhiéu mirc nén véi chi s6 QF (Quality Factor) khac nhau. Tir Bang 1, chung ta nhén thiy rang s6 lugng bit nhung ti da
ctia giai phap dé xuét cao hon giai phap [14] trong hiu hét cac truong hop. Véi anh Lena va Peppers, mic du kha ning
nhiing cua giai phap d& xuét thip hon giai phap [14] lan luot 1a khoang 3.000 bit va 1.000 bit khi QF=50. Tuy nhién,
khi QF=90, giai phap ctua chung toi cao hon giai phap [14] gin 10.000 bit. Nhin chung, v&i QF cang 16n thi kha ning
nhing cang cao va nguoc lai. Tom lai, kha ning nhiing tdi da trung binh cua cac anh thuc nghiém thi giai phap ching
t61 ludn cao hon giai phap cua Liu va Chang trong moi gia tri QF.

(d) Baboon (e) Barbara 0) Boat
Hinh 4. B) sau anh thyc nghiém

Béang 1. So sanh kha nang (bits) nhung cua gidi phap

QF =50 QF =60 QF =70 QF =80 QF =90

Dé xuét phéﬁ)l?lil. 4] Dé xuét Gla[llzil 4 | P& xudt Glaillz? | P& xudt Gl?ﬁg;lap Dé xuét phéﬁ)l?ll 4]
Lena 24,488 27,401 | 33,676 31,449 | 38,667 37,786 | 52,462 47,531 79,690 69,957
Airplane 31,844 30,975 | 36,042 35,200 | 43,820 41,587 | 54,498 51,625 80,448 74,752
Peppers 27,948 29,434 | 32,064 33,491 | 43,688 45,036 | 48,628 49,270 | 102,568 94,722
Baboon 69,024 63,962 | 79,588 73,148 | 95,006 86,396 | 11,7583 107,011 | 161,816 148,287
Barbara 45,074 40,358 | 49,638 45,220 | 59,917 52,100 | 71,995 61,469 | 101,504 80,198
Boat 37,628 38,277 | 42,164 43,374 | 52,540 50,873 | 67,764 62,038 99,492 83,946
Trung binh | 39,334 38,401 | 45,529 43,647 | 55,606 52,296 | 68,822 63,157 | 104,253 91,977

Bén canh kha ndng nhing cao, tinh hi€u qua cua giai phap dé xuét con thé hién & chat lwong anh sau khi nhing
tin. Bang 2, chung ta dé¢ dang nhén thay giai phap de xuat cho chat lugng anh mang tin luén cao hon giai phap cua Liu
va Chang [14] trong bat ky QF.

Béng 2. So sanh chét lrgng anh (dB) cta giai phap dé xuét

OF =50 OF =60 QF =70 OF =80 OF =%

BE | Gidiphap | sz | Gidiphdp | =z |  Gidi . | Giaiphdp | DB | Gidiphd

xujt [15] P | Déxuit [13] P | péxuie phap [14] | Pe & [12] Pl it [13] i
Lena 32,24 3169 | 3227 3175 | 3247 | 3l85| 3252 31,96 | 32,63 32,12
Airplane 31,99 3186 | 3200 3100 | 3217 | 3200 | 3230 3210 | 3235 3221
Peppers 31,97 3162 | 3202 3173 | 3221 | 3160 | 3239 3205 | 3255 31,41
Bahoon 29,37 2887 | 29,34 2889 | 2945 | 2892 | 2954 28.96 | 29.66 29,02
Barbara 30,79 3043 | 3078 3047 | 3088 | 3053 | 3102 3059 | 3092 30,68
Boat 31,03 3103 | 3120 3106 | 3115| 3109 | 3138 3113 | 3149 31,20
Trungbinh | 31.23 3002 | 3128 3097 | 3139 | 3100 | 3153 3113 | 3160 31,11

V. KET LUAN

Bai bao d& xuit mot giai phép gidu tin thuan nghich moi cho anh nén JPEG. Thay vi m6 rong truc tiép cac hé sb
QDCT dé mang tin nhu cdc giai phap trudc day, giai phap dé xuét thuc hién nhing dir liéu vao cdc gid tri mo rong khac
biét cac hé s6 QDCT lién ké. Do cac hé sb lién ké co su khac biét nho nén giai phap dé xuat da cai thién dang ké kha
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nang gidu tin cung nhu cbét luong anh so vai giai phdp trude day. Ngoai ra, giai phap dé xuit cling dam bao duogc tinh
thuan nghich vi the ¢6 thé ap dung vao cac linh vyc dac biét nhu y khoa, quan d6i hodc phap ching...
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REVERSIBLE DATA HIDING FOR JPEG IMAGES BASED ON QDCT COEFFICIENTS
DIFFERENCE EXPENSION

Huynh Van Thanh, Nguyen Thai Son, Vo Phuoc Hung, Tran Hoang Nam, Do Thanh Nghi

ABSTRACT: In this paper, a high performance reversible data hiding scheme in JPEG images is proposed. The JPEG
image is divided into non-overlapping 8x8 blocks. In order to require less storage space, we only priority examines quantized non-
zero AC coefficients for carry secret bits. In addition, the two adjacent AC coefficients in zigzag scan is nearly the same. This
method achieves high visual quality by using modification the difference expansion for secret data embedding. Experimental results
confirm that the proposed scheme outperforms previous research approaches in term of embedding capacity and visual quality.

Keywords: Reversible data hiding, JPEG images, DCT, QDCT coefficients.



