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TOM TAT: Hién nay, vdn dé an todn dinh tuyén trén mang cam bién khéng diy dang dwoc nhiéu nha nghién cizu quan tam
va dd ¢6 nhiéu gidi phap dap img trong mét izng dung nhdr dinh. Trong bai bao nay ching i tdp trung vao nghién citu vé tn cong
va chang tan cdng 16 den giao thite dinh tuyén AODYV trén méi trieong mang c6 sé nit I6n, dé danh gid mirc dé anh hwong hiéu ning
s0 véi nhiing kich bdn di nghién ciru trude dé c6 sé6 nit tham gia nhé hon, dong thoi nhém ciing da dé xudt mét cdi tién cua gidi
phap chong tdn cong 16 den. Két qua md phong siz dung phan mém NS2 véi cac goi hd tro giao thirc blackholeaodyv, idsaodv va
dsnidsaodv da ddanh gid dwoc tac hai cua tan c¢ong 16 den va danh gia duwoc hidu qud rdt lon cia gigi phap chong tan cong 16 den
trén giao thie dinh tuyén AODV trong mang WSN rén méi truong mang dién réng co mét dé nit cao véi nhiéu nit 16 den.

Tir khéa: WSN, AODV, blackhole, routing protocol.

I. GIOI THIEU

Mang cam bién 'khong day (Wireless Sensor Network-WSN) la tap hop cac nut cam bién, st dung céc lién két
khong déy nhu vo tuyén, hong ngoai hodc quang hoc va co kha nang tinh toan (hinh 1). WSN la mang khong day tw
cau hinh de giam sat cac diéu kién vét Iy nhu 4m thanh, nhiét do, rung dong, chuyén dong, ap suit V.v. MJi nat cam
bién bao gdm céac thanh phan nhu: bd vi xir 1y, bd phan cam bién, bo phan thu phéat khong diy va ngudn dién.

Céc niit cam bién tuy theo loai tmg dung, nhung ching c¢6 chung nhiing dic diém sau:

- C6 kha nang ty to chirc.

- Truyén thong quang b trong pham vi hep va dinh tuyén da ching.

- Kich thudc vat 1y nho, gia thanh ré, chii yéu str dung pin. Do vy cdc nut cam bién bj han ché vé kha ning xu
1y, dung lugng nhé, mirc nang lugng, cong sudt phat.

- Tinh luu dong vé vi tri do d6 cac nut mang cam bién c6 thé dugc phan bd ngiu nhién trong mot pham vi nao
d6, c6 thé thay dbi vi tri.

Sensor node

Internet

Sensor field

Hinh 1. M6 hinh mang cam bién khong day

MB&i nut cam bién dwoc phan bd trong mot pham vi goi 1a truong cam bién (Sensor field), cac nut c6 kha ning
thu thap s6 liéu, dinh tuyén guri s6 liéu vé bo thu nhéan (Sink, Base staion) dé chuyén t6i nguoi dung va dinh tuyén céc
ban tin mang theo yéu cau tir niit Sink dén cac nit cam bién. S6 liéu dwoc dinh tuyén vé phia b thu nhan theo ciu tric
da lién két khong c6 co s& ha ting ¢ dinh, tirc 13 khong c6 cac tram thu phat gbc hay cac trung tim diéu khién. B6 thu
nhan c6 thé lién lac tryc tiép voi tram diéu hanh cua nguoi ding hodc gian tiép thong qua Internet hay vé tinh.

Hién nay, mang WSN c6 rit nhiéu ing dung nhu: y té va giam sat stc khoe, quan sy, giam sat moi truong va
nong nghiép théng minh, giam sat va dieu khién cong nghiép.

Do cac dic diém trén nén mang WSN dé bi tan cong bao mat hon, cac niit ¢6 thé khong dugc giam sat trong mot
thoi gian dai, dan dén tinh trang c6 thé bi tin cong vét ly, lam hu hong, danh ca"\p, thay ddi cdu hinh. Bao mét 1a mot
van dé quan trong trong mang WSN. Céc cude tan cong trong mang WSN c6 thé dugc phan loai 1a cac cudc tan cong
bén ngoai va bén trong, cc cudc tan cong chu dong va thu dong [17] hodc cac cude tan cong & cac 16p khac nhau. Mot
s6 cudc tin cong phd bién va nguy hiém nhit dugc thao luan dudi day:
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Hinh 2. Cac hinh thtc tin cong trong mang WSN

Tén cong téng mang nhu: Tén cong 15 den (blackhole attacks) [10] la hinh thic tan cong gy thiét hai rat 16n,
nat doc hai s& chiém dung cac goi tin tir nat ngudn va danh roi ching. Tén cong 16 xam (grayhole attacks) [18] la hinh
thirc tin cong mé rong cta tan cong 16 den gay thiét hai dén chat luong truyén thong ciia mang thong qua vigce triét tidu
cac 1u0ng UDP theo mét ti 18, doi khi nut doc hai thé hién nhu mot nat binh thuoéng nén hinh thirc nay rat khé phat
hién. Tan cong 15 sau (wormhole attacks) [6] la hinh thirc tan cong nham muc dich nghe trom thong tin bang cach lam
1éch hudng cua cac luong thong tin trén mang, bao gdm ca ludng UDP va TCP. Tan cong 16 chim (sinkhole attacks) [8]
gdy thiét hai rat I6n dén chat luong truyén thong, nat doc hai thu huat cac ludng thong tin trong mang bao gdm ca ludng
UDP va TCP. Tan cong tran ngap (flooding attacks) [19] gdm tran ngap gbi RREQ va tran ngap dit liéu, ddy 1a hinh
thirc tin «cong tur chéi dich vu v6i muc dich pha hoai bang cach phat tan qua muc cac goi tin gida mao vao mang lam
giam chét luong truyén thong. Tn cong loc xody (whirlwind attacks) [9] 1a hinh thuc tan cong nham muyc dich pha
hoai thong tin, nut dgc hai gui goi tra 101 tuyen ve€ nguon voi thong tin sai 1éch vdi tuyén duodng thuc té, cho rang tuyén
dudng di qua né 13 t6t nhit va cac goi tin dén sau déu bi huy tai ntit mang do hét thoi gian sbng.

II. GIAO THU'C PINH TUYEN AODV

Giao thirc dinh tuyén AODV (Ad-hoc On-Demand Distance Vector) nam trong nhom giao thtre dinh tuyén theo
yéu cau, theo phuong phap nay, cac con dudng di s& dugc tao ra néu nhu ¢6 nhu cau. Khi mot nat yéu cau mot tuyén
dén dich, n6 phai khoi dau mot qua trinh kham pha tuyen dé tim duong di dén dich. Qua trinh nay chi hoan tat khi da
tim ra mot tuyén sin sang hodc tat ca cac tuyén kha thi déu di duoc kiém tra [16].

Goi tin yéu cau dinh tuyén RREQ (Route Request), goi tin phan hodi yéu cau dinh tuyen RREP (Route Reply),
goi tin bao 16i dinh tuyen RERR (Route Error) la cac thong bao diéu khién duoc sir dung dé thiét lap duong di dén
dich. Thong tin tiéu dé cua cac thong bao diéu khién nay duogc giai thich trong phu luc cia RFC - 3561 [4].

AODV phat goi tin quang ba RREQ dé yéu ciu tim duong khi ¢6 nhu ciu truyen tin, né st dung bang dinh
tuyen truyén thdng dé Iuu trit thong tin dinh tuyén voi mdi entry cho mot dia chi dich dé duy tri thong tin bang dinh
tuyen AODV duya trén cdc entry cua bang dinh tuyén dé phat goi tin RREP vé nut nguon va nit nguon dung thong tin
d6 dé guri dir liéu dén dich. P& dam bao rang thong tin trong bang dinh tuyén 13 méi nhét thi AODV sir dung ky thuét
Sequence Number (SN) dé loai bo nhirng duong di khong con gié tri trong bang dinh tuyén.

Co ché tao thong tin dinh tuyén s& dugc thiét 1ap khi mot nut nguf”)n ¢6 nhu cau trao doi thong tin véi mot nut
khéc trong hé thong mang ma trong bang dinh tuyén cta né khong c6 thong tin dinh tuyén dén nut dich d6. Trong giao
thirc AODV, mdi nut trong hé théng mang ludn duy tri 2 by dém: B ¢ém Sequence Number va by dém REQ_ID. Cip
thong tin <Sequence Number, REQ_ID> Ia dinh danh duy nhat cho mét goi tin RREQ. Trong d6 Sequence Number la
mot s6 nguyén khong dau 32 bit [4] ¢6 gid tri nho nhat 1a 0 va 16n nhat 1a 4294967295. Cap thong tin nay sé& bj ting gia
tri khi:

- Bbi véi Sequence Number:

+ Trude khi mot nut khoi dong tién trinh kham pha 16 trinh, didu nay nhdm chéng sw xung dot véi cac géi tin
RREQ trudce do.
+ Trude khi mot nat dich giri goi tin RREP dé tra 161 goi tin RREQ, no s& cap nhat lai gi4 tri Sequence Number 16n
nhét ciia mot trong 2 gié tri: Sequence Number hién hanh ma né luu giir va Sequence Number trong 90| RREQ.
- i v6i REQ ID: Khi ¢6 mét sy thay dbi trong toan by cac nut lan cén cua no dan dén s& c6 mot so tuyén
dudng trong bang dinh tuyén s& khong con hiéu luc. S6 REQ_ID s& dwoc ting 1én khi nut khoi dong mot tién trinh
kham pha 19 trinh méi.

Bang 1.Cac truong trong goi RREQ

Souce Sequence Destination Address Destination

Souce Address Request ID No Sequence No

Hop Count
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Trong qué trinh tra v& goi RREP, mot nut c6 thé nhan cung lic nhiéu goi RREP, khi d6 n6 s& chi xir ly goi
RREP ¢6 s6 Destination Sequence Number (DSN) 16n nhat, hodc néu cting s6 DSN thi né s& chon goi RREP c6 s6 Hop
Count nho nhét. (Pay chinh 14 15 hong ma hinh thirc tin cong 16 den khai thac, niit 16 den tra vé goi RREP ¢ s DSN
16n nhét va sb Hop Count nho nhat). Sau d6 né s& cap nhat cic théng tin can thiét vao trong bang dinh tuyén ciia n6 va
chuyén goi RREP di.

Bang 2.Cac truong trong goéi RREP

Destination Destination

Souce Address Address Sequence No

Hop Count Life-time

Qua trinh kham phd dwong di (Route discovery): Khi nut ngudn mudn tao két ndi véi nit dich, nd s& phat mot
ban tin RREQ. Ban tin RREQ nay dugc truyén tir nt ngudn, duoc nhan boi cac hang xom (cac nit trung gian) cua nut
ngudn. Cac nut trung gian phat ban tin RREQ t6i cac niit 1an can cua chung. Qua trinh nay tiép tuc cho dén khi goi tin
dugc nhan boi nat dich hodc mot nit trung gian c6 16i vao tuyén di méi cho dich.

Co ché duy tri thong tin dinh tuyén cia AODV la khong can biét thong tin vé cac niit ling giéng chi can dya vao
cac entry trong bang dinh tuyén. Vi vay khi mot nat nhan thiy Next hop (ching ké tiép) ctia no khong thé tim thy, thi
n6 s& phat mot goi RRER (Route Error) khan cap v6i s6 DSN bang sé DSN truge do cong thém 1, Hop Count bang oo
va gui dén tat ca cac nut lang giéng dang ¢ trang thai active, nhimg nut d6 tiép tuc chuyén goi tin d6 dén cac nut lang
giéng ctia nd va cir nhu vay cho dén khi tit ca cac nit & trang thai active nhan duogc goi tin nay.

Sau khi nhan dugc thong bao nay, cac nat s€ xoa tat ca cac dudng di c6 chira nat hong, dong thoi 6 thé s& khoi
dong lai tién trinh kham pha duong di néu c6 nhu cau dinh tuyén di liéu dén nut bj hong d6 bang cach giri mot goi tin
RREQ (véi s6 Sequence Number bang sé Sequence Number ma nd biét trude d6 cong thém 1) dén cac nit lang giéng
dé tim dén dia chi dich [10].

IIL. TAN CONG LO PEN TRONG GIAO THUC AODV

Mang WSN 1a mang Ad-hoc v6i mdt lugng 16n cac nat cam bién dugc phan bd trén mot khu vuc rong 16n dé
thu thap cac sy kién vat ly nhu d6 a 4m, 4p suat, nhiét do, v.v. Vi phan 16n cdc nat cam bién duoc dat trong moi trudng
bét lgi do d6 dé bi tAn cong bai nhiéu nut doc hai trong mang. Tén cong 16 den, tn cong 16 xam, tin cong 15 sdu, tin
cong gy nhidu 1 nhitng vi du phd bién nhit cua cac cudc tin cong bao mat qua mang khong day.

Tén cong 15 den [13] 1a mot trong nhitng mbi de doa bao mat trong mang cam bién khong ddy. Theo d6, mot 15
den 12 mot niit doc hai thu hit tat ca luu lwong bang cach quang ba n6 c6 duong di dén dich vai chi phi tét nhat trong
mang va hiy bo tht ca cac g0i tin n6 nhan dugc tir cac nit khac, trong mdt cudc thn cong 16 den tht ca cac g06i1 dit liéu
lién tuc bi danh roi thay vi chuyén dén nut dich, din dén giam hiéu ning cia mang va sy lang phi ning lugng.

Giao thitc AODV st dung DSN dé xéc dinh d6 moi cua thong tin dinh tuyén. Khi ntt dich tao géi RREP tra 10i
g6i RREQ thi nut dich so sanh DSN hién tai ciia n6 va DSN trong g6i RREQ, sau d6 chon céi 16n nhat hodc néu cling
s6 DSN thi no s& chon goi RREP c6 sb Hop Count nhé nhat. Nhu vay, hinh thic tin 18 den da loi dung 2 trudng cta
g6i RREP la: Hop Count va DSN. Khi nit 16 den nhan dugc goi RREQ cua nat ngudn ngay lap tirc nd giri goi tra 10i
dinh tuyén RREP v6i gid trj gia mao cua 2 truong 1a Hop Count bang 1 (nho nhat) va DSN bang 4294967295 (16n
nhat).

Source ¢ ) ____ A " ________ 7 q —_—
4 Destination

Blackhole

@), 9
—>RREQ - ---= > RREP  ------ > RREP Blackhole

Hinh 3. T4n cong 15 den théng qua goi RREP

Dé thyc hién tin cong 16 den trong giao thirx AODV, niit 15 den chd goi thong bao yéu cadu RREQ guri tir niit
nguon va lan can, khi nhan duoc gbéi RREQ nay, nut 16 den ngay lap tirc gui tra 161 goi tin RREP v6i thong tin sai 1éch
nham chuyén hudng duong di cua cac goi tin. Két qua dir lidu tir nit ngudn s& duoc chuyen dén nut 15 den va bj nat 15
den huy (drop) tit ca thay vi phai chuyén dén nut dich [7] [14]. Qué trinh nut 15 den tan cong lam sai 1éch thong tin
duong di ciia nut ngui‘)n duoc thuc hién nhu sau:
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Nut ngudn (0) quang ba goi RREQ dé xac dinh duong di dén cac lang gleng la nat (1) va (5); Nut (1) nhan dugc
goi RREQ, sau khi kiém tra thiy ring n6 khong phai 1a dich nén nut (1) chuyén quang ba goi RREQ dén nat (2) va (4)
Nut 16 den (5) sau khi nhén géi RREQ n6 lap tue tra 101 goi RREP gia mao c6 duong di den dich v6i chi phi tot nhat vé
nat ngudn (0), nit ngudn (0) khi nhan duoc goi RREP, n6 cap nhét vao bang dinh tuyén thong tin duong di dén nut
dich (2) vé6i chi phi nho nhét 1 1 (Hop Count) va DSN 1on nhat 1a 4294967295; N0t (2) nhan gb6i RREQ va né 1a dich
nén da chuyén ngugc goéi RREP vé nat (1); Nut (1) chuyen tiép goi RREP vé nut (0); Nt (0) loai bé qua goi RREP nay
vi gia tri DSN ctia goi RREP nay nhé hon DSN ciia nit 16 den (5) 1a tuyén duong hién tai trong bang dinh tuyén. Nhur
vay trong bang dinh tuyén ctia ntit ngudn da ton tai duong di méi nhat dén nut 16 den voi chi phi tét nhat. Tai n(t (4)
nhan g6i RREQ nhung n6 khong phai 1a dich nén chuyén quang ba goi RREQ dén nat (3) va nat (5); Nat (3) ciing
khong 1a nat dich nén chuyén tiép goéi RREQ dén nut (2); Nt (2) loai bo goéi RREQ nay vi trude d6 nd da nhan dugc
261 nay tur nit (1). Nat (5) nhdn gbéi RREQ va hiy bo vi nd da nhan dugce goi ndy tir mit (0).

IV. CHONG TAN CONG LO PEN TRONG GIAO THUC AODV

Tan cong 16 den 1a mot trong nhimng hinh thirc tan cong phd bién trong mang WSN va can c6 mot sb giai phap
hiéu qua dé ngdn chan va phat hién cdc cude tan cong 16 den. Trong thoi gian gan day, trén thé gidi di c6 nhidu nghién
clru vé cac giai phap phong chdng tan cong 16 den nhur:

Theo nghién ctru [5] dé giai quyét hinh thuc tin cong, 16 den da dé xudt giai phap dua trén sira d6i giao thirc
AODV. Céc tac gia dé xut kiém tra 16 trinh thong qua hop tiép theo (Next Hop) trong con dudng da thoa thuén béng
cach thém vao tiéu dé cua goi AODV théng tin Next Hop. Céch tiép can tuong tu dwoc 4p dung trong [16] noi cc nut
dugce yéu ciu gui cac tap hop cac nut lan can cua ching sau khi duong di duoc thiét 1ap. Theo [2] hai giai phap dugc dé
xuat dé phat hién cude tan cong 16 den. Giai phap dau tién lién quan dén viéc giri mot goi kiém tra (ping) dén dich dé
kiém tra tuyén duong da thiét lap. Néu xac nhan khong dén tir dich, suy ra trong mang c6 sy hién dién ctia nit 16 den.
Cach tiép can khac dugc dé xuat dya trén viéc theo dai cac sO thtr ty (DSN) vi céc nat 16 den thuong tra 1o goi RREP
¢6 sb thtr ty cao bat thuong. Mot cude khao sat vé cac phuong phép phat hién xam nhap chdng lai cac cudc tan cong
khac nhau, bao gdm ca cac cudc tin cong 16 den, dugc dua ra trong [11].

Nghién ctru [14], d3 dé ra ¥ twong hét sirc don gian theo co ché 1am viée cua giao thirc AODV d6 1a kiém tra sb
DSN ciia géi tin RREP tra 10i khi nGt ngudn giri goi RREQ dén cac nut lang giéng. Néu trong mang ¢6 nut 16 den thi
ngay lap tirc nat 15 den nay s& tra 16i goi tin RREP véi gia tri sd DSN dugc gan 16n nhat va duong nhién s& tra 10i ngay
1ap tirc t6i nut ngudn. Do dé, chi can loai bo goi tin RREP diu tién nhan dugc va chip nhan géi tin RREP thi hai véi
gia tri s6 DSN 16n nhét dé thiét 1ap tuyén duong di bang co ché bo dém goi tin.

Trong pham vi nghién ctru ctia bai bao nay, ching toi cai dat giai phap chdng tin cong 16 den dua theo y tudng
ctia nghién ciru [14] bang hé mé phong NS-2 (Network Simulator version 2). Theo d6, mot giao thirc méi c6 tén
idsaodv dugc tao ra bang cach sao chép giao thirc gdc aodv dbi tén thanh idsaodv. Dé thuc hién giai phap chdng 15 den
phai thay d6i ham nhan RREP (recvReply) v tao bd nhd dém RREP vé6i co ché dé dém goi tin RREP thir hai. Theo
cach tiép can nay, s& bo qua thong b4o RREP dén dau tién va st dung thong bao RREP thtr hai dé truyén dit lidu. Tiép
theo thuc hién cac kich ban mé phong dé danh gia hiéu ning cia giao thirc chdng tin cong 15 den idsaodv.

Nghién ctru [14] con han ché va chua hiéu qua vi n6 loai bo goi tin RREP dén dau tién nhung s& that bai néu géi
tin nay khong dén tir nit 16 den ma dén tir cac nut gan nat dich hon so véi nit 15 den (loai bo mat goi tin thyc sy). Do
d6, nhom tac gia dé xuat mot giai phap cai tién nghién ctru [14] nay 1a cin cir vao gia tri trung binh DSN cuia tat ca goi
tin nhan duoc, chi hity goéi RREP nhan duoc dau tién trong truong hop néu gia tri DSN ciia goi nay 16n hon gia tri DSN
cla gobi hién tai cong vai gia tri trung binh DSN. Vi theo co ché hoat dong ciia giao thirc thic AODV tai cac niit mdi
lan sinh ra géi tin RREQ hodc RREP thi n6 sé tang gia tri SN 1én 1 don vi [4]. Do d6 trong qua trinh truyén thong gia
tri DSN s& bién thién trong mot khoang nao do, khong thé ting qua cao. Trudng hop ting cao bat thudng thi kha ning
1a do nut 15 den sinh ra.

~ Nhom tic gia da tién hanh cai dét y tuong cai tién giao thirc idsaodv bang cach sao chép giao thirc idsaodv va
d61i tén thanh dsnidsaodv (céi tién giao thure idsaodv).

Trong tap tin dsnidsaodv.h, thém doan ma khai bao bién dé tinh gia tri trung binh ciia DSN:
u_int32_t avg_sn_num;  //sé nguyén khéng ddu 32 bit

avg_sn_num = 0;

Gi4 tri nay duoc tinh toan bing doan mi sau trong tap tin dsnidsaodv.cc:

avg_sn_num += (rg->rg_dst_seqno > seqno)? rg->rq_dst_seqno - seqno : seqno - rg->rq_dst_seqno;

avg_sn_num =avg_sn_num /2 + 500;

Theo nghién ctru [20], gia tri 500 goi la dg 1éch, gia tri nay thay dbi tuy theo kich ban mé phong. Trong cac kich
ban mo phong cua nhém tac gia, ching toi s dung 50 ket ndi v6i sO nit 1a 530 cho thay trung binh moi nat phat sinh
tong cong khoang 500 gdi tin nén da chon d6 1éch 1a 500.

Tiép theo, sira d6i ham nhan RREP (recvReply), chi nhan néu s DSN trong géi tin RREP nho hon sé6 DSN
trong bang dinh tuyén cong vdi gia tri trung binh DSN duoc tinh & trén.
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if (seqno + avg_sn_num > rp->rp_dst_seqno) {

Sau cuing, tién hanh bién dich lai va thuc hién cac kich ban mé phong dé danh gia hiéu ning cia giao thirc
chong tan cong 10 den dsnidsaodv.

Dén nay, di c6 nhiéu nghién ciru Ve danh gia hiu nang cua giai phap chong tan cong 16 den nhu: Theo [14], ¢a
danh gia hiéu nang cua giai phap chong tan cong 16 den vai kich ban mang c6 s6 nut rat nho (7 nat bao gdom 1 niit 16
den va 6 nut binh thuong), sir dung két ndi UDP, thoi gian mo phong 20s, kich thude mang nho 79 m x 659 m. Ket qua
dat dugc da giam khoang 65 % ti 1€ roi goi tin. Nghién ctru [12], st dung kich ban mang c6 sO nut tir 6 dén 100, s6 nat
16 den 1a 1 nit va 2 nit. Ca 2 trudng hop 1 va 2 nat 16 den thi giai phap nay cho hiéu ning khong cao: ti 1& chuyen phat
goi tin thanh cong chi tang khoang 1 %. Nghién ctu [1], str dung kich ban danh gia hiéu nang voi 7 nut, s6 nit 16 den
la 1, md phong trong thoi gian & 100s. Két qua thu dugc vai ti 16 chuyén phét goi tin giam dén 98,25 %.

V.PANH GIA KET QUA BANG MO PHONG

) Dé danh gia hiéu nang cia mang WSN khi ¢6 tin cong 16 den va giai phap chdng tan cong 16 den, bai bao da
tién hanh cai dat mé phong trén hé mo phong NS-2 phién ban 2.35. Phuong phap cai dat dugc thuc hién theo [14], dau
tién cai dat giao thirc blackholeaodv, sau d6 cai dat giao thire idsaodv va dsnidsaodv.

Sau khi cai dat xong cac giao thirc mdi trén, st dung 02 kich ban mé phdng:
- Kich ban 1: Trong mang str dung giao thirc idsaodv va c6 cac n(t 16 den sir dung giao thirc blackholeaodv.

- Kich ban 2: Trong mang sir dung giao thirc phat hién tin cong 15 den c6 cai tién dsnidsaodv va ¢ cac nit 16
den sur dung giao thirc blackholeaodv.
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Hinh 4. Giao dién mo phong trén NS2

Thong s6 dung dé danh gia hiéu nang la:
— Ti 16 chuyén phat géi tin thanh cong (PDR-Packet Delivery Ratio): Ti 1& cac géi dit liéu cung cip tir ngudn
dugc chuyén dén dich. PDR = tong sb goi tin dwoc nhan/tong s6 goi tin giri
— Tilé roi goi tin (PLR-Packet Loss Rates): S6 goi tin roi trong qua trinh truyén cac goi dit liéu
PLR= (DroppedPackets/HighestPacketID) x100 .
Bai bao da sur dung top6 mang theo hinh lu6i v6i 23 nit hang ngang, 23 nit hang doc va 1 nit Sink, véi nguon
sinh luu lugng UDP dugc tao bang céng cu cbrgen cua NS2. C4c kich ban mé phong c6 s6 nut 1la 530 va so nit 16 den
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lan luot 14 1, 2, 3, 4, hoat dong trong pham vi 1000 m x 1000 m, thoi gian md phong 800s, giao dién mé6 phong nhu
hinh 4 v6i thong s6 m6 phong nhu bang 1. Tai tang vat ly va lién két dir liéu sir dung IEEE 802.15.4, ving thu phat
song cua cac nut 1a 40 m, nguon phat CBR, dung giao thuc UDP d€ van chuyén dir li€u, véi kich thudc goi tin 1a 70

byte va tan suét phat goi tin 1a 2 gbi/gidy.

Béng 3. Thong s6 thiét 1ap mé phong

Thong s6 Gia tri

Giao thtc dinh tuyén IDSAODV, DSNIDSAODV
Khu vuce dia ly 1000 m x 1000 m
MAC layer Protocol IEEE 802.15.4
S6 nGt mang 530

Vung thu phét séng 40m

S6 nut 16 den 1,2,3 4nit
Thoi gian mé phong 800s

Giao thuc truyén tin UDP

Ung dung CBR

S6 két ndi 50

Kich thugc goi tin 70 byte

Nang lugng khai tao 10J

Toc d phat 2 gbi/giay

Sau khi thuc hién 8 mé phong véi cac thong s6 duoc thiét 1ap nhu trén, thu duoc két qua sau:

Ti 1&¢ chuyén phat géi tin thanh cong

50
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25
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Ti I& chuyén thanh cong (%)
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—8— Cai ién IDSAODV

20 ./‘\\‘
15

Sd nut 16 den

Hinh 5. Ti 1& chuyén phat goi tin thanh cong

O hinh 5 1a théng ké ti 18 chuyén phat goi tin thanh cong, két qua cho thiy giao thirc chdng tin cong 15 den c6
cai tién dsnidsaodv da c6 hiéu qua lam tang ti 1& chuyén phat goi tin thanh céng so vé6i giao thie idsaodv. O tit ca cac
kich ban mang ¢6 1, 2, 3, 4 15 den thi ti 18 nay déu ting, véi ti 1& ting trung binh 16 %. O kich ban st dung giao thuce
idsaodv, ti 1& chuyen phat goi tin thanh cong trung binh chi la 2,6 % con ¢ kich bdn c6 sir dung giai phap chéng tan
cong c6 cai tién dsnidsaodv thi ti 18 nay tang 1én 1a 18,7 %. Qua d6 cho thiy giao thirc chong tan cong 156 den co cai tién
dsnidsaodv da han ché viéc loai bo cac goi tin dén dau tién nhung khong phai 1a ciia nit 16 den, dan dén da cai thién

dugc hiéu ning chuyén phét goi tin.
Ti 1€ roi géi tin

100

90

80

Ti lé roi goi tin (%)

50

70 v :
60 e=@==|DSAODV

==@= C3i ién IDSAODV

2 ) 3 4
S6 nut 1o den

Hinh 6. Ti 1€ roi goi tin
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V& ti 18 goi tin roi (hinh 6) cho thay giai phap chdng tan cong c6 cai tién dsnidsaodv da lam giam ti 16 roi goi tin
& tat ca cac kich ban v6i s6 ntt 16 den 1a 1, 2, 3, 4. Ti 1€ roi gai tin trung binh cua giao thirc idsaodv ¢ mirc cao vdi
94 %, con giao thirc c6 cai tien dsnidsaodv da giam rd rét voi trung binh 1a 66 %.

VI. KET LUAN

Qua viéc nghién ciru van dé tan cong 16 den va giai phap chdng tan cong 16 den trén giao thirc dinh tuyén
AODV, giao thirc blackholeaodyv, idsaodv va dsnidsaodv. Bai béo di danh gia dugc sy khac biét hidu suét cua 2 giao
thirc chdng tan cong 16 den idsaodv va dsnidsaodv trong mang WSN dua vao cac thong sb: Ti 1 phat goi tin thanh
cbng, ty 1€ roi goi tin.

Véi céc kich ban mo phong trén méi truong ¢ mat do nit 1on da cho thiy, khi mang bi tan cong 16 den va co sir
dung giai phap chong tan cong 16 den idsaodv thi hiéu suit mang chua dugc cai thién nhiéu, ti 1¢ chuyén phat goi tin
thanh cong trung binh la 2,6 %, nhu vay hau hét goi tin da bi nit 16 den thu hat va danh roi. Nhung v6i kich ban mang
¢6 st dung giai phap chdng tan cong 16 den c6 cai tién dsnidsaodv thi hi¢u suat da duoc cdi thién, ti 1¢ chuyén phat goi
tin thanh cong trung binh tang 1én 1a 18,7 %. Nhu viy, bai bdo da chirng minh dugc tan _cong 16 den da lam giam rat
16n hi¢u ning cta mang trong mdi trudng mat do nit cao va giai phap chdng tan cong 16 den c6 cai tién da cai thién
dugc hiéu nang mang.

Theo phuong phép nghién ctru, kich ban mang ma nhém tic gia d ap dung cho thiy giao thirc AODV khi sir dung
dé truyén thong trong mang WSN dem lai hiéu qua chua cao. Do d6 huéng nghién ctru tiép theo ctia nhém 1a nghién ciru
cai tién giao thirxt AODV dé ap dung hiéu qua hon trong mang WSN mat d6 nut cao, ciing nhu nghién ciru cai tién cac
giao thic khac nhu DSR, DSDV, OLSR nham tim ra giao thirc phti hgp nhat véi mang WSN mat d6 nit cao.
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PERFORMANCE EVALUATION OF SOLUTION TO PREVENT BLACKHOLE
ATTACKS IN A HIGH-DENSITY WIRELESS SENSOR NETWORK

Nguyen Quoc Cuong, Nguyen Duc Thang, Tran Thi Bich Phuong, Nguyen Ngoc Huyen, Vo Thanh Tu

ABSTRACT: Currently, the issue of safety on wireless networks is of interest to many researchers and there are many
satisfying solutions in a certain application. In this article, we focus on the research of the AODV routing protocol black hole attack
and defense on a network environment with a large number of nodes and to evaluate performance impact compared to previously
studied scenarios with a smaller number of nodes and the team also proposed an improved method of the solution against the black
hole attack. The simulation results using NS2 software with support packages for blackholeaodv, idsaodv and dsnidsaodv protocols
has assessed the harms of a black hole attack and assessed the great effectiveness of the solution to prevent a black hole attack on
the protocol routing AODV in WSN networks a high-density on wide area network environment with many black hole nodes.

Keywords: WSN, AODV, blackhole, routing protocol.



