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TOM TAT: Bai bdo dé xudt xdy dung hé mdt ma khéa cong khai tir viéc phat trién thudt toan ElGamal. Ngoai tinh nang bao mdt
thong tin, cdc thudt todn mdi dé xudt con cé co che xdc thiee tinh todn ven va nguon géc cia ban tin dwoc bdo mdt, tir d6 cé thé
chéng lai cdc dang tan cong gid mao trong thuc té.

Tir khoa: Hé mdt khoa cong khai, thudt toan mdt md khoa cong khai, thudt todn ma hoa ElGamal, thudt toan chir ky DSA.

I. PAT VAN PE

Céc thuét toan v& hé mat noi riéng va mat ma khoa cong khai dién hinh duoc sir dung trong thuc té hién
nay nhu RSA [1] hay ElGamal [2] déu khong co co ché xéac thuc ngudn gdc ciing nhu tinh toan ven cia ban tin dugc
ma hoa, nén khong c6 kha néng chéng lai cac tan cong gia mao nhu “Man- in- the- Middle” hay mét sd dang tan cong
khac [3]. Dleu d6 da phan nao han ché kha ning ng dung cia chung trong thuce té. Trong [4-6] dd d& xuat phuong
phap phat trién thuat toan mat ma khoa cong khai c6 kha nang xac thuc ngudn goc va tinh toan ven cua ban tin dugc
ma hoa trén co so tich hgp thudt toan ma hoa ElGamal véi mot thuat toan chir ky so, cac thuat toan nay duoc goi chung
1a SigCrypt va c6 thé chdng lai cac dang tan cong gia mao di biét trong thyc té.

Trong bai bao nay, nhom tac gia tiép tuc dé xuat mot phuong phap xay dung hé mat khoéa cong khai tir viéc phat
trién thuat toan ElGamal. Khac véi cac thuat toan SigCrypt trong [4-6], cac thudt toan ¢ day khong xdy dung theo
phuong phap tich hop thuat toan ElGamal véi thuat todn chit ky s6, song van c6 khd ning xic thyc ngudn goc va tinh
toan ven cua cac ban tin dugc bao mat.

IL. PHAT TRIEN HE MAT KHOA CONG KHAI ELGAMAL
2. 1. Thuit toan mat ma ElGamal va ElGamal - DSA SigCrypt
Muc nay trinh bay lai thuat todn ma hoéa ElGamal va mét thuat toan SigCrypt dua trén viéc tich hop thuat toan

ElGamal [2] va thuédt toan chit ky DSA [7], véi muc dich 1am co s& danh gia vé dd an toan va hiéu qua thyc hién cho
cac thuat toan dé xuat & muc sau.

Thudt toan ma hoa ElGamal

Gia thiét nguoi giri (ma hoéa) & ddy 1a A, con ngudi nhan (giai ma) 1a B. Dé giri ban tin M can bao mat cho B,
trude tién A va B cung thong nhat lya chon cac tham s6 va hinh thanh khoéa, r6i ma hoéa va giai ma ban tin theo cac thu
tuc nhu sau:

a) Thu tuc hinh thanh khoa
Thu tuc duogc thue hién boi A va B, bao g6m cac budc nhu sau:
[1]. Sinh s6 nguyén t5 p 16n, manh sao cho viéc giai bai toan logarit roi rac trén Z , lakho.
[2]. Chonkhéabimat: [<x<p.
[3]. Tinh khéa cong khai: y = g* mod p, & ddy: g 1 phan tir sinh cua zZ,.

b) Thu tuc ma hoa
Thu tuc dch Nthuc hién b(fri ngudi gui A, bao gém cac budc nhu sau:
[1]. Bicu dién ban tin can ma hoa M thanh mét gia tri m tuong Gng trong khoang [0, p - 1]
[2]. Chon ngau nhién mét gia tri £ trong khoang (1, q), roi tinh thanh phan thir nhat ctia ban ma:
C=mx(y,) mod p
[3]. Tinh thanh phén thtr hai ctia ban ma:
R=g"modp
[4]. GGl ban ma (C,R) cho B.
¢) Thu tuc giai ma: .
Thu tuc duge thyce hién boi ngudi nhan B, bao gdbm cac bude nhu sau:
[1]. Nguoi nhan su dung khoa bi mat cua minh d€ giai ma ban tin nhan duoc:
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m=Cx(R)™ mod p
[2]. Chuyén gia tri m thanh ban tin M ban dau.
Nhan xét:

. Tir thudt toan giai ma cho thiy, viéc giai ma hoan toan co thé thyc hién duoc ma khong can bét ky thong tin ndo
ve€ nguoi gri/ma hoa. Nghia 1, nguoi nhan/giai ma khong the biét chac chan ai la nguoi da gui ban tin ma hoa cho
minh. Diéu d6 cho thay thudt toan khong c6 kha nang chong lai cac ki€u tan cong gia mao nhu “Man- in- the- Middle”
hay mot s6 dang khac [3].

Thudt toan ElGamal - DSA SigCrypt

Thuat toan ElGamal - DSA SigCrypt ¢ ddy 1a mot vi du minh hoa cho viéc tich hgp thuét toan ma hoa ElGamal
v6i mot thuat toan chit ky sé nham bao dam kha ning bao mat va xac thuc (ngudn gdc va tinh toan ven) thong tin mot
céch dong thoi, tir d6 co thé chdng lai cac kiéu tin cong gia mao trong thuc té. Thuat toan chit ky sé duoc sir dung &
day 1a DSA [7]. Ciing c6 thé tich hop thuat toan ElGamal véi mot thudt toan chit ky s6 khac nhu GOST R34.10 - 94
[8], Schnorr [9] bang phuong phép twong tu [4-6].

Thuét toan ElGamal - DSA SigCrypt bao gdm céc thii tuc hinh thanh tham s6 va khoa, thu tuc md hoa va thu tuc
giai ma nhu sau:

a) Thu tuc hinh thanh tham s6 hé théng va khoa
[1]. Sinh 2 s0 nguyén t0 16n va manh: p va ¢, théa man: ¢|(p-1).

[2]. Tinh: g ="' mod p v6i areZ,.
[3]. Chon khoéa bi mat x 1a mot sO nguyén théa min: | <x<gq.
[4]. Khoa cong khai dugce tinh theo cong thurc:
y=g modp (2.1.1)
[5]. Lya chon ham bam: H :{0,1]' - Z, v6i: g<n<p
[6]. Cong khai céc gia tri: p, g, g, y. Gilt bi mat: x.
b) Thu tuc ma hoa
Dir liéu dau vao bao gdm ban tin cin ma hoa M, khéa bi mat x ', cla nguoi gii/ma hoa va khoa cong khai y
cua nguoi nhan/giai ma. Thu tuc bao gom cac budc nhu sau:
[1]. Biéu dién ban tin cAn ma héa M thanh mot gia tri m twong ng trong khoang [0, p - 1].
[2]. Chon ngau nhién mot gia tri k trong khoang (1, q) va tinh thanh phén thtr nhat ctia ban ma:
C=mx(y,) modp (2.1.2)
[3]. Tinh thanh phén thir 2 cta ban ma:
R=g"*modp (2.1.3)
[4]. Tinh thanh phén thir 3 cta ban ma:
S=k'x(H(M)+x,xR)modg (2.1.4)
[5]. Gtri ban ma (C, R, S) cho B.
Nhén xét:

Trong thuét toan nay, thanh phan R c6 chirc nang kép. Ddi voi thuat toan méa hoa ElGamal, cip (C.,R) la ban ma
cua M. Bong thoi, cdp (R,S) ¢ day ciing 1a chir ky cua ngudi gui/méd hoéa do DSA tao ra tir ban tin M. Diém khac 1a
trong DSA, thanh phan R dugc tinh theo (2.1.5):

R =(g" mod p)modg (2.1.5)

Trong ElGamal - DSA SigCrypt, thanh phén R ciing ¢6 thé dwoc tinh theo (2.1.5) dé riat ngén do dai chit ky, khi
d6 thanh phan S can phai dugc tinh theo (2.1.6):

S=k"x(H(C)+x,xR)modgq (2.1.6)

Truong hop nay, cdp (R,S) 1a chit ky twong Gng véi C thay vi véi M. Tuy nhién, vai tro ctia (R, S) trong viéc
xac thyc nguon goc va tinh toan ven cua ban tin M 1a khong thay doi.
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¢) Tha tyc giai ma
Dir liéu diu vao bao gdm ban mi (C, R, S) va khoa cong khai »y, cua ngudi giri/ma héa va khoa bi mat x, cla
ngudi nhan/giai ma. Tha tuc bao gdm cac bude nhu sau:
[1]. Tinh gia tri:
m=Cx(R)™ mod p 2.1.7)
[2]. Tinh gia tri W:
W =S8"modg (2.1.8)
[3]. Chuyén gi tri m thanh ban tin M ban dau va tinh gia tri U:
U=WxH(M)modg (2.1.9)
[4]. Tinh gia tri V:
V =W xRmodgq (2.1.10)
[5]. Tinh gia tri R :
R=g"x(y,) modp (2.1.11)
[6]. Kiém tranéu: R = R thi ban tin M dwoc céng nhan vé ngudn gdc va tinh toan ven.
Chuy:

Khi cdc thanh phan (R, S) dugc tinh theo (2.1.5) va (2.1.6) thi thtr tw cac budc thuc hién cua Thi tuc gidi ma
cling can thay doi lai nhu sau:

[1]. Tinh gia tri W:
W =S"modg
[2]. Tinh gia tri U:
U=WxH(C)modg
[3]. Tinh gia tri V:
V =W x Rmodgq
[4]. Tinh gia tri R :
R=g"x(y,) modp
[5]. Kiém tra néu: R modg = R thi thuc hién bude [6] dé giai ma ban tin. Nguoc lai, néu:
Rmodg # R thi két thuc thii tuc giai mA.
[6]. Giai ma ban tin nhan dugc:
m=Cx (1?)7“” mod p
[7]. Chuyén gia tri m thanh ban tin M ban du.
Nhan xét:
Trong truong hop nay, viée xac thuc ngudn gdc va tinh toan ven cia ban tin M s& dwoc thyc hién gian tiép qua
ban ma C. Chi sau khi ngudn gdc va tinh toan ven ciia C dugc khing dinh thi viéc giai ma ban tin méi duoc thuc hién.
d) Tinh dung din cia thuat toan ElGamal - DSA SigCrypt
Diéu can ching minh & day 1a: cho p, ¢ 1a 2 s nguyén t6 thoa min diéu kién ¢ |(p—1), g =a” ™" “mod p Véi:
l<a<p, H:{0)f 2z, V6i: g<n<p, l<x,x,k<q, y,=g“modp, y,=g”modp, 0<M<p-1,
C=Mx(y,) modp, R=g‘modp, S=k"'x(HM)+x,R)modg- Néu: M=Cx(R)™modp, W=S"modg,
U=WxH(M)modg, V =W xRmodg v&: R =g" x(y,) modp thi: R=R.

That vay, tir (2.1.1), (2.1.2), (2.1.3) va (2.1.7) ta cé:
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M =Cx(R)™ modp= (M x(y, ) modp)x (g" modp)fx“ mod p (2.1.12)
M xg"""’ X g’k”"" modp=M

Tir (2.1.4), (2.1.8), (2.1.9), (2.1.10), (2.1.11) va (2.1.12) ta co:

R=g"x(y,) mod p=g" """ x(g" mod p) " mod p (2.1.13)

S H(M) x.STVR

=& xg

STU(H(M)+x,.

modp=g ®'mod p = g" mod p

Tir (2.1.13) va (2.1.3), suy ra diéu can chimg minh: R =R

Tinh ding dén cia ElGamal - DSA SigCrypt trong truong hop (R, S) dugc tinh theo (2.1.5) va (2.1.6) dwoc chi
ra trong [6].

e) Mirc d6 an toan cua thuat toan ElGamal - DSA SigCrypt

Dé bao dam an toan, cac tham sb {p, ¢, g} can phai duoc lya chon twong ty nhu DSA [7] hay GOST R34.10-94
[8], v6i: | p [>512bit, | q |>160bit . Ngoai ra, gia tri k cling khong duoc phép sur dung 1dp lai khi ma hoa cac ban tin
khac nhau. Véi cac diéu kién nhu vy, mie d0 an toan cua thuft toan ElGamal - DSA SigCrypt dung béng mirc do an
toan cua thué"[ toan ma hoa ElGamal vé khia canh bdo méat va bang vdi mic d§ an toan cia thuat toan ky so DSA xét ve
khia canh chong gia mao ban tin.

2.2. Mt s6 thuit toAn mit mi khéa cong khai dwge phat trién tir thuit toan EIGamal

Muc nay d& xuat xay dyng 2 thuét toan mat mi khoa cong khai phat trién tir thuat toan ElGamal. Nhu da dé cap
& trén, diém khac biét voi cac thudt toan Sigerypt noi chung va thuat toan ElGamal - DSA SigCrypt néi riéng 1a cac
thudt toan dé xuat & day khong xdy dung theo phuong phap tich hop véi thuat toan chir ky sé song van c6 kha niang xac
thuc nguén géc va tinh toan ven cta ban tin nhan dugc sau giai ma.

Thudt toan MTA 17.5 - 01

Thuat toan tht nhét - ky hiéu MTA 17.5 - 01, dugc dé xuét & day bao gf‘)m Vthﬁ tuc hinh thanh tham s hé théng
va khoa twong tu nhu thudt toan ElGamal - DSA SigCrypt, trong d6 cling gia thiet nguoi giri/ma hoa 1a A co6 khoa bi
mat va cong khai twong ung 1a x5 va y,, nguoi nhan/giai ma la B c¢o6 cap khoa bi mat va cong khai tuong tu 1a xg va yg,
voi:

y,=g"modp, y; =g" modp (2.2.1)
Thuét toan bao gdm céc thu tuc ma hoa va giai ma nhu sau:
a) Thu tuc ma hoa
Pugc thuc hién bai A, bao gdm cac bude nhur sau:

[1]. Biéu din ban tin cin ma hoa M thanh mét gid tri m twong ung trong khoang [0, p - 1], chon ngau nhién
mot gid tri k trong khoang (1, q) roi tinh thanh phan thir nhat ciia ban ma:

C=mx(y,) modp (2.22)
[2]. Tinh thanh phﬁn thir 2 cua ban ma:
R=g"modp (2.2.3)
[3]. Tinh gia tri:
S, =(ys)" modp (2.2.4)

[4]. Tinh thanh phan tht 3 ctia ban ma:
E=HWM | S,)modg (2.2.5)
[5]. Guiban ma (C, R, E ) cho B.
b) Thu tuc gidi ma
Puoc thuc hién boi B, bao gém cac budc nhu sau:
[1]. Nguoi nhan str dung khoa bi méat cia minh dé gidi ma ban tin nhan duoc:

m=Cx(R)™ mod p (2.2.6)
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[2]. Tinh gié tri:
Sy =(y,)” modp (2.2.7)

[3]. Chuyén gia tri 77 thanh ban tin A7 , rdi tinh gia tri:
E=H(M | S;)modgq (2.2.8)

[4]. Kiém tranéu: E = E thi M =M va ngudi giri duoc khing dinh 13 A.

¢) Tinh diing dan cia MTA 17.5 - 01

Piéu cin chirng minh ¢ day la: Cho: p, ¢ 1a 2 ) nguyén td thoa min:g|(p-1), l<a<p, g=a”" " modp,
H:A0lf' >z, vo6i: g<n<p, 1<x,x,<¢, y,=g modps y,=g%modp, 1<k<gq, o<M<p-1,
C=Mx(y,)modp, R=g‘modp, S,=(y,)*"modp, E=H(M]|S,)modg. Néuw: M =Cx(R)" modp,
Sy =(v,)*modp . E=H(||S,)modg thi: E=E.

Chirng minh:

That vay, tir (2.2.1), (2.2.2) va (2.2.3) ta co:

M =Cx(R)™ modp = (M x(y, ) mod p)x (g" mod p)ﬂ" mod p (2.2.9)
=M xgk"’f xg’k”"f modp =M

Tir (2.2.1) va (2.2.4), ta co:

S, = (yB )x"‘ mod p = (g“” rnodp)XA mod p = g™ mod p (2.2.10)
Mt khac, tir (2.2.1) va (2.2.7):

S, = (yA )’YB mod p = (g“ modp)r” mod p = g™ mod p (2.2.11)
Tir (2.2.10) va (2.2.11) suy ra: S =5, (2.2.12)

Thay (2.2.9) va (2.2.12) vao (2.2.8) ta dwoc:
E=H(M|S,)modg=H(M ||S,)modg (2.2.13)

Tir (2.2.5) va (2.2.13) suy ra diéu can chimg minh: £ = £.

d) Muc d6 an toan cia MTA 17.5 - 01

Thu tyuc ma hoa va giai ma cua MTA 17.5 - 01 thyc chit ciing chinh 1a thii tuc ma hoa va giai ma cua thuat toan
ElGamal. Vi the, do an toan vé kha nang bao mat thong tin dugc ma hoa cia MTA 17.5 - 01 s€ bang dung d6 an toan
cua thuat toan ma hoa ElGamal.

Tir (2.2.5) ctia Thii tuc md héa va (2.2.8) cua Thii tuc gidi md cho thy diéu kién: E = £ chi c6 thé dugc théa
man khi dong thoi: M =M va: §, =5,. Nghia la, ban tin phai dugc bao dam ve tinh toan ven va ngudi gui phai 1a A -
dbi tuong s hiru x, va y,. Bing viéc sir dung ham bam an toan (vi du: SHA - 256/512,...) & (2.2.5) va (2.2.8), thi viéc
tao duge: M =M hay: S, =(y,)" modp, hodc dong thoi ca hai (M =M va: S, =(y,)* mod p) ma van théa man:
E = E 1a khong kha thi. Nhu vy, d6 an toan vé kha ning chéng tin cong gia mao cia MTA 17.5 - 01 ¢6 thé danh gia
bang d6 an toan cua ham bam H(.) dugc st dung trong thuat toan.

e¢) Hiéu qua thyc hién cia MTA 17.5 - 01

Hiéu qua thyc hién cta thuat toan MTA 17.5 - 01 dugc danh gia dya trén viéce so sanh voi thuat toan ElGamal -
DSA SigCrypt dugc chi ra trén cac bang 1 va bang 2 nhu sau:

Bang 1. Thudt toan ma héa ElGamal - DSA SigCrypt va MTA 17.5 - 01

ElGamal - DSA SigCrypt MTA 17.5 - 01
S6 phép tinh liiy thira 2 3

S6 phép tinh nhan 3 1

Sb phép tinh nghich dao 1 0

S6 phép bim 1 1

Sinh s6 ngiu nhién 1 1

Kich thudc ban ma 2|p| +|q 2lp| +q|
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Béng 2. Thuat toan gidi ma ElGamal - DSA SigCrypt va MTA 17.5 - 01

ElGamal - DSA SigCrypt MTA 17.5-01
Sb phép tinh lity thira 3 2
S6 phép tinh nhan 4 1
S6 phép tinh nghich dao 2 1
Sb phép bam 1 1

Thudt toan MTA 17.5 - 02

Thuat toan thir hai - ky hiéu MTA 17.5 - 02, ciing gia thiét c6 thi tuc hinh thanh tham s hé thong va khoa
twong ty nhu nhu thuét toan ElGamal - DSA SigCrypt. Nguoi gii/ma hoéa va nguoi nhan/giai ma cod cac cap khoa bi
mat, cong khai (xA, yA) va (xB, yB) nhu sau:

y,=g"modp, y, =g" modp (2.3.1)
Thuét toan bao gdm céc thu tuc ma hoa va giai ma nhu sau:
a) Thu tuc ma hoa
Puoc thyc hién bdi A, bao gém cac budc sau:
[1]. Tinh gia tri:

S, =(vs)* modp 2.3.2)
[2]. Tinh gié tri:

k,=HM | S,)modg (2.3.3)

[3]. Biéu dién ban tin cAn ma hoa M thanh mot gia tri m tuong tmg trong khoang [0, p - 1], rdi tinh thanh phan
thur nhat ciia ban ma:

szx(yB)k‘ mod p (2.3.4)
[4]. Tinh thanh phén thi 2 ctia ban ma:

R=g"modp (2.3.5)
[5]. Guiban ma (C,R) cho B.
b) Thu tuc gidi ma
Puoc thuc hién bdi B, bao gém cac budc nhu sau:
[1]. Nguoi nhan str dung khoa bi méat cia minh dé gidi ma ban tin nhan duoc:

m=Cx(R)™ mod p (2.3.6)
[2]. Tinh gié tri:

Sy =(y,)" mod p 2.3.7)

[3]. Chuyén gia tri 7 thanh ban tin 37, rdi tinh gia tri:
k,=H(M || S,)modg (2.3.8)
[4]. Tinh gia tri:
R=g"modp (2.3.9)
[5]. Kiém tranéu: R =R thi /7 =M va ngudi giri dugc khing dinh 1a A.
¢) Tinh diing dan cia MTA 17.5 - 02
Diéu can ching minh & day la: Cho: p, ¢ 1a 2 s6 nguyén t6 thoa min:g|(p-1), l<a<p, g=a”" " modp,
H:{0lf > 2z, véi: g<n<p, 1<x,X,<q> y,=g“modp> y,=g”"modp, 0<M<p-1, S,=(y,)*modp,
k,=HM || S)modg, C=Mx(y,)*modp, R=gtmodp. Néw: M =Cx(R) " modp, S,=(y,)" modp,
k, =H(M | S,)modg Va: R = g" mod p thi: R=R.

Chitng minh:
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That vay, tir (2.3.1), (2.3.4), (2.3.5) va (2.3.6) ta co:

M =Cx(R)™ modp = (M x(y, ) modp)x (gk" modp)ﬁx" mod p (2.3.10)
:nglu.xs ngkA.xB modp :M

Tu (2.3.1) va (2.3.2), ta co:

S,=(y,)"modp= (g"" modp)x"' mod p = g™ mod p (2.3.11)
Mt khéc, tir (2.3.1) va (2.3.7):
S, =(y,)* modp= (g” modp)‘s mod p = g™ mod p (2.3.12)
Tir 2.3.11) va (2.3.12) suy ra: S,=S, (2.3.13)
Thay (2.3.10) va (2.3.13) vao (2.3.8) ta dugc:
ky=H(M | S,)modg=H(M ||S,)modg (2.3.14)
Tw(2.3.3)va(2.3.14) suyra: k, =k, (2.3.15)

Thay (2.3.15) vao (2.3.9) ta co:

R=g"modp=g"““modp (2.3.16)
Tir (2.3.5) va (2.3.16), suy ra diéu can ching minh: R = R.
d) Muc d6 an toan cia MTA 17.5 - 02

Phan tich twong ty MTA 17.5 - 01 cho théy, d6 an toan vé kha nang bao mét thong tin dqqc ma hoa cua thugit
toan MTA 17.5 - 02 ¢ day cling dung bang d6 an toan cua thuét toan ElGamal, con d6 an toan veé kha néng chong tan
cong gid mao cua nod cling dugc danh gia bang do an toan ciia ham bam st dung trong thuét toan.

¢) Hi¢u qua thyc hién cia MTA 17.5 - 02

Hiéu qua thyc hién cta thuat toAn MTA 17.5 - 02 dugc danh gid dya trén viéc so sanh voi thuat toan ElGamal -
DSA SigCrypt dugc chi ra trén cac bang 3 va bang 4 nhu sau:

Béng 3. Thuat toan ma hoa ElGamal - DSA SigCrypt va MTA 17.5 - 02

ElGamal - DSA SigCrypt MTA 17.5 - 02
S6 phép tinh liiy thira 2 3
S6 phép tinh nhan 3 1
S6 phép tinh nghich dao 1 0
Sb phép bam 1 1
Sinh sb ngau nhién 1 0
Kich thudc ban ma 2lp| +|q| 2|p|
Béng 4. Thuat toan giai ma ElGamal - DSA SigCrypt va MTA 17.5 - 02
ElGamal - DSA SigCrypt MTA 17.5 - 02
S6 phép tinh liiy thira 3 3
S6 phép tinh nhan 4 1
S6 phép tinh nghich déo 2 1
Sb phép bam 1 1

1. KET LUAN

Bai bao d& xuit phuong phap xiy dung hé mat mat khoa cong khai tir viéc phat trién thuat toan mi hoa
ElGamal. Céac thuat toan xdy dung theo phuong phép dé xut ¢ ddy c6 tinh ning bao mat nhu thuat toan ElGamal, hon
nira ching con ¢6 co ché xac thuc nguon goc va tinh toan ven cua ban tin dugc ma hoa, vi thé c6 thé chdng lai hiéu qua
cac dang tan cong gid mao di duoc biét trong thyc té.
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THE METHOD OF DEVELOPING PUBLIC-KEY

ENCRYPTION ALGORITHMS
Nguyen Luong Binh, Luu Hong Dung,Tong Minh Duc

ABSTRACT: In the cryptography branch, the Secure and authenticated message is one of the most important modern
cryptography. To encrypt and authenticate we can be to signscription.To secure in the public key we can be which form the basis of
the methods including RSA, EIGamal, and DSS. In this paper, we propose to create a public key cryptographic algorithm from the
development of the EIGamal algorithm can be encrypted and authenticated [8] without signscription in many cases reduce the cost
of registration and digital signature storage.

Keywords: cryptographic, algorithm cryptographic, algorithm ciphers ElGamal, algorithm signcription DSA.



