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TOM TAT: Bdi béo dé xudt mét mé hinh img dung chit ky so phu hop cho. doi twong la cdc co quan nha ndc, don vi hanh chinh, doanh
nghiép,... ma o do cdc thong diép, dit liéu can phai duogc chimg thuc vé nguon goc va tinh toan ven ¢ hai cdp dg: thuc thé ky va 16 chire (co quan,
don vi, ...) ma thuc thé ky 1 thanh vién cuia no. Pong thoi bai bdo ciing d‘e xudt heoe do chii ky s phii hop theo mé hinh vmg dung nay. Lugc do
méi dé xudt & ddy dioe phat trién tir mét dang lwoc do chit ky s6 dwoc xdy dung diwea trén tinh khé ciia viéc gidi dong thoi hai bai
todn phan tich sé va logarit réi rac trén vanh Z,,

Tir khéa: Chii ky 56, chit ky 56 tdp thé, lugc do chiv ky so, thudt todn chit ky s6.

1. PAT VAN BPE

Trong céc giao dich dién tir, chit ky s6 dugc st dung nham dap tng yéu cau chimg thuc vé ngudn gbe va tinh toan
ven cua thong tin. Cac mé hinh tng dung chit ky sb hién tai cho phép dap 1 ng t6t cac yéu cu vé chimg thuc ngudn gbc va
tinh toan ven cia cac thong diép, dir liéu dugc tao ra boi nhitng thyuc thé co tinh doc 1ap. Tuy nhién, trong cac mo hinh
hién tai khi ma cac thuc thé tao ra thong tin 1a thanh vién hay bd phan cia mot t chirc (don vi hanh chinh, h¢ théng ky
thuat, ...) thi ngudn gdc va tinh toan ven ctia thong tin & cap d¢ to chirc ma thyc thé tao ra nd 1a mét thanh vién hay bo
phan lai khéng duoc chimg thuc. N6i cach khac, yéu cau vé viée chimg thuc dong thoi vé ngudn gbe va tinh toan ven ciia
thong tin & cép dd thuc thé tao ra n6 va cép d6 t chirc ma thuc thé tao ra thong tin 1a mot thanh vién hay bg phén ctia n6
khong duoc dap ung trong cac md hinh tmg dung chir ky s6 hién tai. Trong khi d6, cac yéu cau nhu thé ngay cang tré nén
can thiét dé bao dam cho viéc chimng thuc thong tin trong cac thu tuc hanh chinh dién tir phu hop véi cac thu tuc hanh
chinh trong thyc té.

Bai bao dé xuét phat trién lugc d chit ky s6 theo mé hinh Gmg dung méi nham bao dam cac yéu cau chimg thuc vé
ngudn gdc va tinh toan ven cho cac théng diép dit liéu trong cac giao dich dién tir ma & d6 cac thyuc thé ky 1 thanh vién
hay bé phdn ctia cac t6 chirc ¢ tu cach phap nhan trong x3 hoi. Trong mé hinh nay, cac thong diép dién tir s& dugc chimg
thuc & hai cép d6 khac nhau: thuc thé tao ra né va t6 chirc ma thuc thé tao ra né 1a mot thanh vién hay bd phén cta t6 chirc
nay. O day, mo hinh (mg dung chit ky s6 vdi cac yéu cau dit ra nhu trén dugc goi 1a mé hinh chit ky s6 tap thé (Collective
Signature Model) va lugc do/thudt toan chir ky s6 xay dung theo mé hinh nhu thé duoc goi 1a lege do/thudt todn chik ky
50 tdp thé (Collective Signature Schema/Algorithm).

I1. MO HINH CHU KY SO TAP THE

M6 hinh chit ky s6 tap thé dugc dé xudt co ban dya trén ciu triac cia mot PKI truyén thdng [1] nhdm bao dam cac
chtre ning vé chimg thuc s [3] cho dbi twong 4p dung 1a cac t6 chirc ¢6 tu cach phap nhan trong xa hoi (don vi hanh
chinh, co quan nha nuée, doanh nghiép...). Trong mé hinh nay, d6i twong ky 1a mot hay mot nhom thanh vién ctia mot to
chtre va duoc phép ky 1én cac thong diép dir liéu voi danh nghia thanh vién cta té chire nay. Ciing trong mé hinh nay, CA
1a bo phén c6 chirc nang bao dam cac dich vu chimg thuc sé nhu: chimg nhan mot thue thé 1a thanh vién cua to chic,
chung thyuc cac thong di€p dir liéu duoc ky baoi cac thue thé 1a thanh vién trong mot t6 chtrc, ma CA 1 co quan chimg thue
thudc t6 chirc nay. Tinh hop 1& vé nguon gdc va tinh toan ven ciia mot thong diép dit liéu & cap d6 ctia mot t6 chire chi c6
gié tri khi n6 da dugc CA thudc t6 chirc nay chimg thyc, viéc chung thue duge thue hién bang chit ky cta CA tuong tu
nhu viéc CA chimg thuc khoa cong khai cho cac thuc thé cudi trong cac mé hinh PKI truyen thdng. Trong m hinh nay,
chir ky ciia CA ciing v&i chit ky ca nhéan ciia cac thyc thé ky hinh thanh nén chir ky tdp thé cho mot thong diép di lidu. Néi
cach khac, chit ky tap thé trong m hinh nay bao ham chir ky v&i tu cach ca nhéan ciia thyc thé ky va chit ky ciia CA véi tu
cach cua t6 chirc ma d6i tuong ky 14 thanh vién thudc o chirc ndy. No6i chung, mot CA trong mo hinh dwoc dé xuat c6
nhitng chirc nang co ban nhu sau:

- Chitng nhdn tinh hop phdp ciia cdc thanh vién trong mét té chire: thuce chat 1a chimg nhan khoa cong khai va
danh tinh (cac thong tin nhén dang) cta cdc thanh vién trong t6 chire bang viéc phat hanh Chiing chi khéa cong
khai (PKC - Public Key Certificate). Ngoai ra, CA con ¢6 trach nhiém thu h6i PKC heét han luu hanh hodc vi
pham chinh sach an toan cua to chuec.

- Chimg thuc nguon goc va tinh toan ven ciia cac thong diép dir liéu: dugce ky boi cac dbi twong 1a thanh vién
cua to chirc ma CA 1a co quan chiing thyc cua to chirc nay.

Mot hé thdng cung cap dich vu chimg thuc s6 xay dung theo mo hinh méi dé xuét s& bao gdm cac hoat dong co

ban nhu sau:
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e Phat hanh, quan Iy chitng chi khoa cong khai
Trong mé hinh chit ky tap thé, ching chi khoa cong khai dugc sur dung dé mot t6 chirc chimg nhén cac dbi tuong
ky 1a thanh vién ciia nd. Mgt chirng chi khoa cong khai bao gom nhitng thong tin co ban va co ché hinh thanh dugc chi ra
trén Hinh 1.

Céc thong tin nhan dang (ID;) ciia chii thé: Khoa riéng cia CA (x.,,)

tén td chire va dia chi ...

Khoéa cong khai ciia chu thé (y;)

Trang thai hoat dong cua ching chi

A\ 4 A 4
S hidu cua chimg chi [ Thuat toan ky ]

Thong tin nhan dang cua CA

Chit ky s6 ciia CA <

Hinh 1. CAu tric co ban va co ché hinh thanh cua mot chimg chi khoa cong khai

Céu triic co ban ctia mot PKC bao gdm khoa cong khai ctia chii thé chimg chi va cac thong tin khac nhu: thong tin
nhan dang cta chu thé, trang thai hoat dong cta ching chi, s6 hiéu chimg chi, thong tin nhan dang cta CA,... Khong lam
mét tinh tong quat, & day sir dung thuét ngit thong tin nhan dang (ID;) ciia dbi tuong ky dé dai dién cho cac thanh phan
thong tin néi trén. Trong thyc té, c6 thé sir dung khudn dang ching chi X.509 [2] cho chimg chi khoa cong khai trong mo
hinh méi dé xuét.

Co ché kiém tra tinh hop 1& cuia mot chimg chi khoa cong khai duoc chi ra trén Hinh 2 nhu sau:

Céc thong tin nhan dang (ID;) cua chu Khoa cong khai cua CA (yCA)

thé: tén, to chirc va dia chi. ..

Khoa cong khai ciia chi thé (y;)

Trang thai hoat dong cua chung chi v \ 4

S6 hiéu cua chung chi 4>[ Thuat toan kiém tra ]

Thong tin nhan dang ctia CA

Chir ky sb ciia CA ' Y
| Cong nhan/Tu choi

Hinh 2. Co ché kiém tra tinh hop 1& cia mot ching chi khoa cong khai

e Hinh thanh va kiém tra chit ky so tap thé
Trong mo hinh duoc dé xuét, chi ky tap thé duoc hinh thanh trén co s& qhﬁ' ky cd nhan cia thyc thé ky (mot hoac
mdt nhom doi tugng ky) va chirng nhdn cia CA véi vai tro chimg thyc cta to chirc doi vai thong diép dir liéu can ky.
Co che hinh thanh chir ky tap thé dugc chi ra trén Hinh 3.

Khoéa bi mat cua CA (x )
cA

Chit ky ca nhan ciia thyc thé ky p v N
Su Thuat toén ky
3 f(M; Sy;
Thong diép dit lidu cin ky (M) L (M; Sy ) )
\ 4
Chit ky tap thé

S =1(M; Sy; xCA)

Hinh 3. Co ché hinh thanh chit ky tap thé
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‘ Chit ky c4 nhan hinh thanh tir khoa bi mat cua thyc thé ky (mot hogc mot s6 ddi tuong ky) va thong diép dir liéu
can ky theo co ché dugc chi ra trén Hinh 4 nhu sau:

Khoéa bi mat ctia thuc thé ky (x;,Xa,. . .,Xn)

Thoéng diép dit lidu can ky (M ) 4{ Thuét todn ky f(M;x,.X,,....Xn) ]

A

Chit k¥ c4 nhan cua thuce thé ky
Sy = f(M;X1,X2,....,Xp)

Hinh 4. Co ché hinh thanh chit ky c4 nhan

Co ché kiém tra tinh hop 1& cta chir ky tap thé duoc chi ra trén Hinh 5 nhu sau:

Khoa cong khai ciia CA (yca)

Khoéa cong khai ciia thuc thé ky
(Y15 Y250+ 5¥n) A
Thong diép dir liéu cin thim tra Thugt toén kiém tra
(M) VIM; y1, Y03 Y0 S)
Chit ky tap thé (S)
v
Cong nhan/Tir chdi

Hinh 5. Co ché kiém tra chit ky tap thé

Co ché kiém tra chl'mg nhan cua CA V§ Vi{;c mdt hay mot nhom débi tuong ky 1én mot thQng diép dir ligu (M) dugc
chi ra trén Hinh 6, két qua kiém tra 1a co s& dé khang dinh thong di€p dir liéu dugc ky baoi cac doi tugng 1a thanh vién cua
to chirc va tinh toan ven cta thong diép dir liéu dugc dam bao.

Khoa cong khai cuia CA
Théng diép dit liéu cin thim tra p v
M) Thuat toan kiém tra
Chung nhan ctia CA (Sca) L VM:Scasy,)
\ 4
Cong nhan/Tir chbi
Hinh 6. Co ché kiém tra chimg nhan ctia CA

Co ché kiém tra chit ky ca nhan dugc chi ra trén Hinh 7. Kiém tra chit ky c4 nhan can phai duoc thuc hién sau khi
kiém tra chitng nhan cua CA, néu chirng nhan ctia CA va chit ky ca nhan dugc cong nhan hop 1¢ thi ngudn goc va tinh
toan ven cua thong di€p dir liéu can tham tra dugc khang dinh.
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Khoéa cong khai cia thuc thé ky
(Y15 Y250+ 5Yn)

Thong diép dit liéu can tham tra (M -
Ong dip dit higu cén thim tra (M) Thuét toan kiém tra
Chit ky ca nhan (Sy) :> V(M; 1. ¥n; Su)

A
Cong nhan/Tir chdi

Hinh 7. Co ché kiém tra tinh hop 18 cua chit ky ca nhan

O cac luge dd chir ky tap thé méi dé xuat, thuat toan kiém tra chir ky ca nhan cling la mét bo phan quan trong cua
thuat toan hinh thanh chir ky tap thé nham chéng lai mot s6 dang tin cong gid mao tir bén trong hé thong.

Muc tiép theo s& xay dung mot luge do chir ky phi hop theo mé hinh chit ky tap thé da dé xuét.

III. THUAT TOAN CHU KY SO TAP THE
1. Lwoge do co sé
Luogc d6 méi dé xuit & day dugc phat trién dya trén tinh kho cia viée giai ddng thoi hai bai toan phan tich s6 [4] va

bai toan logarit roi rac [5] trén Z,, nhim nang cao d6 an toan cua thuat toan chir ky $6, déng thoi ¢ thé rat nga"m kich
thude cia chit ky do luge d6 nay sinh ra. Lugc d6 mdi dé xuat bao gom: céc thuét toan hinh thanh tham s6 va khoa, thuét
toan ky va kiém tra chit ky nhu sau:

1.1. Thudt todn hinh thanh tham sé va khéa
Mai d6i tuong ky trong hé théng hinh thanh cac tham s6 va khoa theo cac bude nhur sau:
Thuét toan 1.1: Hinh thanh tham s6 va khoa.
Input: Ip, Iq - d6 dai (tinh theo bit) ctia s6 nguyén t6 p, q.
Output: n, m, g, y, X1, X».
[1]. Chon 1 cap sb p, q nguyén td v6i: len(p) = Ip, len(q) = Iq sao cho bai toan phan tich sb trén Z, 1a kho
giai.
[2]. Tinh: n =p. g va: o(n) = (p-1).(q - 1)
[3]. Chon p;, ¢; 14 cac sb nguyén tb thoa man: p,|(p-1), q:l(g-1) va: piA(q-1), g1 /(p-1)
[4]. Tinh: m = p;. q;

[5]. Chon g 1a ph?m ttr sinh ctia nhom Z," ¢6 bac 1a m (ord, = m), dugc tinh theo:

o(m)
g= a(ﬂ”’ mod n va thoa man: gcd(g,n): 1,v6i: a € (l,n)

[6]. Chon khoa bi mat thtr nhét x; trong khoang (1, m)
[7]. Tinh khoa cong khai theo: y = (g )™ mod n (1)
Kiém tra néu: y > @(n) hodc: ged(y,(n)) # 1 thi thuc hién lai tir bude [6]
[8]. Tinh khoa bi mat th hai theo: x, = ™' mod g(n) )
[9]. Chon hash function H: {0,1}" = Z,, v6i: h <n
Chu thich:
+ len(,) 1a ham tinh d6 dai (theo bit) ctia mot sd.
+ Khoa cong khai 1a y, khéa bi mat 1a (x4, x5).

+ Céc tham sb cong khai 14 n, g; cic tham sé bi mat 1a: p, ¢, ps, g;,m va o(n).
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1.2. Thuat toan ky
Thuat toan 1.2: Sinh chir ky.
Input: n, g, m, x;, X, M - ban tin can ky.
Output: (E,S) - chir ky.
[1]. Chon ngau nhién gia tri ktrong khoang (1, m)
[2]. Tinh gia tri: R = g* modn
[3]. Tinh thanh phan tht nhét cta chit ky theo: £ = H(M || R)
[4]. Tinh thanh phan thir 2 cta chit ky theo: § = x, x (k + x, x E)mod m (€))
Ch thich: Toan tir “||” 1a phép ndi 2 xau bit.
1.3. Thudt todn kiém tra
Thuét toan 1.3: Kiém tra chir ky.
Input: n, g, y, M - ban tin can thim tra.
Output: (E,S) = true/false.
[1]. Tinh gia tri: R =(g°) x(»)° modn
[2]. Tinh gié tri: E = H(M || R)
[3]. Néu: E = E thi: (E,S) = true, nguoc lai: (E.,S) = false
Chu thich:
+ (E,S) = true: chit ky hop 1€, ban tin M duoc xac thyc vé nguén géc va tinh toan ven.
+ (E,S) = false: chit ky hodc/va ban tin bi gid mao.
1.4. Tinh diing ddn ciia hege do méi dé xudt

Vi cac tham sb va khoa dugce hinh thanh béi thuét toan 1.1, chir ky (E.S) dugc sinh boi thuét toan 1.2, gid tri E
duoc tao boi thuat toan 1.3 thi diéu can chimg minh 6 day la: E=E.

Thét vay, do:
R = (gs)v x(y)* mod n
= (g"'Z'(k”*‘E) mod ny +( ~ mod n)F mod n
_ g(kﬂq.l—?),xz.y % g—x,,E mod n = gk mod n
=R

Suy ra diéu can chimg minh:
E=HM ||R)=H(M |R)=E
1.5. Mirc d6 an toan ciia lvoc dé méi d@é xudt
a) Tan céng khéa bi mdt

O luoc d6 méi dé xuét, khoa bi mat cia mot dbi tugng ky 1a cap (x;,x»), tinh an toan cua lwoc dd s& bi phé v hoan
toan khi cip khoa nay c6 thé tinh dugc boi mot hay cac ddi twgng khong mong mudn. Tir thuat toan 1.1 cho thay, dé tim
dugc x; can phai tinh dugc tham sb (), nghia 1a phai gidi duoc bai toan phén tich s (IFP), con dé tinh dwgc x; can phai
giai dugc logarit roi rac bai toan (DLP). Nhu vay, dé tim duoc cip khoa bi mat nay ké tan cong can phai giai duge dong
thoi hai bai toan IFP va DLP.

b) Tén céng gia mao chir ky

Tir diéu kién cua thuat toan 1.3, mot cap (E,S) bat ky s& dwoc coi 14 chit ky hop 1é cua dbi trong s& hiru cac tham
s0 cong khai (n, g, y) 1én ban tin M néu théa man:

E=H(M ||((gs)y><(y)E mod n» 4)
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T (4) cho thay, viéc tim cip (E, S) bang cach chon trudc 1 trong 2 gia tri roi tinh gia tri con lai deu kho hon viéc
giai DLP. Hon nira, néu H(.) duoc chon la ham bam ¢6 d6 an toan cao (SHA 256/512,...) thi viéc chon ngau nhién cip (E,
S) thoa mén (4) hoan toan khong kha thi trong cac tng dung thuc té.

2. Lwoc do chir ky tap thé
Lugc d chit ky tap thé & day duoc phat trién tir lwoc d6 co sé duge dé xuit & muyc 1 vé6i cac chire nang nhu sau:

- Hinh thanh chit ky tdp thé tir chit ky c4 nhan cia mot hay mot nhom ddi twong ky va chit ky cua CA. Kich
thude cua chir ky khong phu thudce vao so luong thanh vién nhom ky.

- Kiém tra chit ky tap thé ctia mot nhom déi tuong, dugc thuc hién twong ty nhu chit ky do mot déi tuong ky tao
ra.

Gia st nhom ky gdm N-thanh vién: U = {U}| i=1,2,...,N}. Cac thanh vién nhém ky c6 khoa bi mat 1a: Kg = {x||
i=1,2,...,N} va cac khoa cong khai twong ung la: Kp = {yj| i=1,2,...,N}. Con CA c6 cap khoa bi mat/cong khai twong ung
la: {X¢q, Yea)-

2.1. Thudt toan hinh thanh tham sé va khéa cia CA
Thuit toan 2.1: Hinh thanh tham s6 hé thong va khoa ciia CA.

Input: Ip, Iq - do dai (tinh theo bit) ctia s6 nguyén t6 p, q.

Output: n, m, g, Xca, Yea-
[1]. Chon 1 cip sb p, q nguyén t6 v6i: len(p) = Ip, len(q)= 1q sao cho bai toan phén tich s trén Zy=pqlakho

giai.

[2]. Tinh: n=p.qva: p(n)=(p-1).(q- 1)
[3]. Chon py, q; 14 cac sb nguyén td thoa man: pi|(p-1), qi(g-1) va: pit(g-1), qi4(p-1)
[4]. Tinh: m=p,. q

[5]. Chon g 14 phan tir sinh ctia nhom Z," c6 baclam (ord, = m), dugc tinh theo:

p(n)
g=a "™ modn vathoa man: gcd(g,n)z 1,v6i: a € (l,n)

[6]. Chon khoa cong khai y., trong khoang (1, ¢(n)) va ged (yea , 9(n)) =1
[7]. Tinh khoa bi mét x, theo: x_ = (y,, )" mode(n)

[8]. Chon hash function H: {0,1}* —Z,,véi:h<n
2.2. Thudt todn hinh thanh khéa ciia céc doi twong ky
Thuat toan 2.2: Hinh thanh khoa ctia U = {Uj| i=1,2,.,N}.
Input: n, g, Kg= {x;|] i=1,2,...,N}.
Output: Kp = {yj| i=1, 2,..,N}.
[1]. fori=1to N do
[1.1]. y, <~ g " modn
[1.2]. K [i]« y,
[2]. return Kp
2.3. Thudt toan hinh thanh chir ky
Thuét toan 2.3: Hinh thanh chit ky tap thé.
Input: M, n, m, Ks= {x;]i=1, 2,. N}, Kp = {y;]i=1, 2,..,N}.
Output: (E,S) - chir ky cua U 1én M.
[1]. fori=1to N do

[L1] &, « H(x, | M)
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[1.2]. 7, < g“ modn
[1.3]. send r; to CA
[2].r«1;fori=1to N do
r<rxr,modn
3] k,« H(x, || M), r, < g"“modn
[4]. r < rxr. modn
[5]. E<« H(M || r),send E to {U}, Us,...., Us,..., Ux};
[6]. fori=1to N do
[6.1]. S, « (k, +x, x E)modn
[6.2]. send S; to CA
[7]. Sy« 0;fori=1to N do
[7.10.if (r, = g% x(y,)" mod n) then {return (0,0)}
[7.2). 5, « (5, +5,)
[8]- 5« x, x(k, +5,)modm
[9]. return (E,S);
Chu thich:
+ Céc budc [1], [6] duoc thuc hién boi cac dbi tuong ky.
+ Céc budc [2], [3], [4], [5], [7]1, [8] va [9] duoc thyc hién boi CA.
2.4. Thudt toan kiém tra chit ky
Thuit toan 2.4: Kiém tra chit ky tap thé
Input: g, n, ye., Kp={yij 1 =1,2,..,N}, M, (E,S).
Output: (E,S) = true / false.
[1]. if (CE=0 or S = 0) then {return false}
[2].y« 1;fori=1to N do
Y« yxymodp
[3]. v« (g7 x »* )mod n
[4]. E < HM |v)
[5]. if (E = E) then {return true}
else {return false}
2.5. Tinh ding dan cua lwoc do chir ky tdp thé

Vi cac tham s6 va khéa duoc hinh thanh boi thuat toan 2.1 va 2.2, chi ky tap thé (E, S) dugc sinh béi thuat toan
ky 2.3, gia tri E duoc tao boi thuat toan kiém tra 2.4 thi diéu can ching minh ¢ day 1a £ = E .

That vay, theo céc thuat toan 2.1, 2.2 va 2.3 ta co:

N
N N Ne
y=Hy,m0dn’ r=(Hrimodnjmodn va: S:ZSi mod m

i=1 i=1 i=1

u=(S)“modn= (sx‘” mod n)‘ mod n

N
— %Y modn=s = zs[ mod m
i=1
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Va:

v

x5 eyt D (ki x, . E mod m )

x [ ]» N £
v= (gs""“' x y )mod n== [g o Cox [H ¥, mod nJ Jmod n
i=1

i=1

=[g““><g" xg 7 xg 7 |modn=gh x| g modn:gk“’x(n(gk’modn) mod n

N
=r, X(H 7, mod njmod n=r

i=1

Tu déy suyra: £ = H(M ||v)modm = H(M || r)modm = E
2.6. Tinh an toan cia lwoe do chiv ky tap thé

) Mirc d0 an toan C}”la luoc d chir ky tap thé & day dugc thiét lap (’11.ra trén murc d6 an toan cua lugce d6 co sé da dé
xuat & muc 1. Do vay, vé co ban mtrc d6 an toan cua no ciing dugc quyét dinh béi muc do kho cua bai toan IFP va DLP
tuong ty nhu lwoc d6 da dé xuat. Pidu can cha y 1a & luge dd chit ky tap thé con tiém an nguy co tin cong gia mao chir ky
cua céc thanh vién nhom ky trong qua trinh hinh thanh chﬁ’ ky télprthé. Do vy, viéc CA kiém tra tinh xac thuc ciia cac
thanh vién nhém ky & budce [7.1] trong thuat toan 2.3 1a rat can thiét.

IV. KET LUAN

Bai bao d& xuit mot mé hinh tng dung chit ky sé duoc goi 1a mé hinh chir ky sé tdp thé c6 thé ap dung cho dbi
tugng la cac co quan, don vi, doanh nghiép,... nham dam bao cho viée chirng thuc cac thong diép dit li¢u trong cac
thu tuc hanh chinh dién t& hoan toan phu hop véi cac thu tuc hanh chinh trong thuc té xd hoi. Theo md hinh méi dé
Xuat, cac thong diép dir liéu dién tir sé dwoc chimg thuc vé ngudn gdc va tinh toan ven & hai cdp do khac nhau: thyc
thé tao ra thong diép dir licu can ching thuc va t6 chirc ma thuc thé tao ra n6 1a mot thanh vién hay by phan cua to
chirc nay. Bai bao ciing dé xuét xdy dung luoc d6 chit k¥ s theo mé hinh ing dung méi. Lugc d6 méi dé xuat & day
duoc phat trién tir mot dang lwoc do chir ky so xay dung dua trén tinh khé cua viéc giai dong thoi hai bai toan phan
tich sb va logarit roi rac trén vanh Z,,. Tinh dting ddn va mirc d6 an toan cua luge dd méi dé xuét da duge ching minh
cho thiy kha ning mg dung cia né trong thuc té.
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DIGITAL SIGNATURE - MODEL AND ALGORITHM
Pham Van Hiep, Luu Hong Dung

ABSTRACT: This paper proposes a suitable digital signature application model for government agencies, administrative
units, enterprises, etc., where data messages need to be authenticated. Origin and integrity at two levels: entity sign and
organization (agency, unit, ...) that the entity signing is its member. At the same time, the paper also suggests digital
signature schemes based on this application model. The proposed new scheme was developed from a digital signature
scheme formulated based on the difficulty of simultaneous solving integer factorization and discrete logarithm problem.

Keywords: Digital signature; Collective signature; Digital signature schemes,; Digital signature algorithm.



